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Introduction

Sample scripts have been developed for use with the SAP Analytics Cloud Embedded Edition API to ease its
administration and remove any barriers to its adoption. These sample are freely available.

Although the sample scripts are provided on an ‘as is’ basis, these samples have been developed with ‘best practices’ in-
mind.

The sample scripts have been developed in Postman using Java Script. Postman, which is freely
available, is a commonly used tool for implementing API workflows. For those organisations that use
Postman, the samples can be used immediately or with some minor modifications. For other
organisations, Postman provides a good basis to demonstrate how requests are made to the API,
(S TMAN andoptionally export code snippets in various languages, such as Java, Python, C, PHP, Node.js and

4 o many others. This means development time can be reduced, in some case quite dramatically.

This document provides guidance on how to use these samples with Postman and is suitable for APl developers as well
as any SAP Analytics Cloud services administrator that wishes to complete administration tasks that can only be
achieved with the API.

These samples provide administration tasks for ALL the endpoints of the Embedded Edition API. This means you will
almost certainly find no need to develop or extend what is already provided here.

All the sample scripts manage the sessions’ timeout and will automatically re-submit any requests following an error or
when a new session needs to be established. It means all the session management and most aspects of error handling

have been taken care of. It means you benefit from all the known and expected, but perhaps very rare, occurrences of

errors from the APl without the need to investigate, isolate the cause and resolve the problem yourself.

Once the OAuth Client has been added then the SCIM APIl becomes ‘enabled’ allowing users and teams to be created
and managed via that API. You will need to use the SCIM API as this is the only means to add users into the Embedded
Edition of SAP Analytics Cloud. For the SCIM API another comprehensive set of sample scripts are available. For more
details, please visit https://blogs.sap.com/2021/05/28/sap-analytics-cloud-scim-api-best-practices-and-sample-scripts/
where the SCIM API can be used by both the Enterprise and the Embedded Editions of SAP Analytics Cloud. These SCIM
APl samples fully integrate with this Embedded Edition API Sample Scripts and are designed to be used in conjunction
with each other.

It's important to understand that the APIs to manage the SAP Analytics Cloud Service (or tenant) is only applicable for
the Embedded Edition. They are not applicable for the Enterprise Edition, unlike the SCIM API which is available for both
editions.
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Business Benefits and Overview

Hello, Matthew Shaw!

With the Embedded Edition of SAP Analytics Cloud, the user interface is simplified, and you cannot create new
connections, nor perform any system administration tasks via the user interface. The screenshot above shows the
interface for the most powerful user you can create. Notice the simplified menu. Almost all administration tasks must be
performed via the API. To get up-to-speed as quickly as possible, these API Sample Scripts remove barriers to adopting
the solution. They do this by removing the need to build or create any API scripts yourself. You don’t need to try to
understand how the API works, how sessions and errors should be managed or even how to write the various requests.

All the administration APl endpoints are covered by these samples and there should be no need for you to edit or
enhance them any further.

The business benefits are summarised in the blog that introduces these sample scripts in addition to the best practices
for the ‘Administration’ APl and the Embedded Edition overall. Please refer to https://blogs.sap.com/2022/04/07/sap-
analytics-cloud-embedded-edition-best-practices-sample-scripts-for-administration/ The blog post also provides a
means to ask the community and the author questions about these samples or related best practices.
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Initial Setup with Postman

. , h (C) Import &
(A) Install A (B) Download ™ define

(D) Import
samples into
Postman

(E) Run test
Postman . environment sample!

in Postman

The initial setup requires the following steps to be completed:

A. Download and install Postman Desktop

Download the samples

Import and define the environment in Postman

Import sample collections into Postman

Run sample collection ‘Embedded 701-Test Tenant Environment Setup’ to test the environment has been setup
correctly

mooO®

The following sections provides step-by-step instructions on each of these steps.

Step A —download and install Postman

Download Postman from the Postman web site. You will need the client https://www.postman.com/downloads/. You
may also require the Postman Desktop Agent, but that isn’t essential and is only need for the web version of Postman
with these scripts.

Postman can be run on a desktop client, or via the web using a desktop agent, but Postman also has a command line
interface which is more suitable for enterprise deployments. This document covers only the client setup. For more
details on how to run Postman command line please refer to the Postman web site.

Step B—download the samples
Download the samples from https://github.com/SAP-samples/analytics-cloud-scim-api-samples (direct zip download).
These samples include 2 ‘sets’ of samples:

1. Asetforthe SCIM API, so you can manage users and teams. These are stored in the ‘SCIM’ folder. These are
documented elsewhere.

2. Aset for administration tasks for the Embedded Edition found in the ‘Embedded’ folder. This user guide only
covers the contents in this Embedded folder.

Within the Embedded folder, the samples consist of the following components:

1. The sample scripts themselves. These are shared as json files, each contains a Postman collection, and each
collection is a sample script. They were exported as a collection v2.1 file. The first release of these samples
contains 18 collections and thus there is a collection json file for each sample.

2. Environment. This is a .json file containing a Postman environment. The environment defines the username,
password and server details the samples will need to use. A single environment will be used by multiple
Postman collections. There is just 1 environment json files provided which act as a ‘template’ for you to
complete for your SAP Analytics Cloud Embedded Edition Service(s).

3. Example data files. These are json and csv files that the Postman collections will use as data files. These data files
drive the script input. For example, a script that creates Live Connections will read a data file containing the Live
Connection details to be added. The example data files provide the structure or template of what each script is
expecting and provides a good basis to amend for your own purposes. Most scripts have example data files,
though not all. For all the scripts that can read data file an example data file is provided.
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in Postman

Step C—import and define the environments into Postman
Before you can use any of the sample scripts, you’ll need to import the Postman environments and configure them
appropriately.

A summary of the environment variable configuration is:

Variable Description
Embedded_uua_url_FQDN Mandatory  Fully qualified hostname of the uua url without the leading http://
Embedded_uua_clientid Mandatory  The uua clientid

Embedded_uua_clientsecret Mandatory  The uua clientsecret (typically ends with a =)

Embedded_endpoints_sac_ Mandatory  Fully qualified hostname of the endpoints sac_embedded_

embedded_edition_service_ edition_service_config. Importantly, it's the fully qualified hostname,

config_FQDN not the full URL, i.e., without the leading http:// and without the
trailing /api/vl/

Embedded_tenant_uuid Mandatory  The tenant_uuid

SACplatform Mandatory  The platform SAP Analytics Cloud is hosted on. The only supported

value is “CF” for the Embedded Edition.

Embedded_OAuthClientName  Optional The name of the OAuth Client, that should either be ‘added’ or ‘used’
depending upon the sample script that is used

ContentNamespace Optional The Content Namespace that should either be ‘set’ or ‘used’
depending upon the sample script that is used

In addition to the above variables, there are others that are needed but these are only used by the ‘SCIM’ APl sample
scripts. These variables are listed below and form part of the environment ‘template’ you import. These variables are
not used for any of the ‘Embedded Edition’ samples. However, some of the sample scripts within this ‘Embedded
Edition’ automatically update some or all the variables below. This then means the very same Postman Environment can
be used for the ‘SCIM’ samples without having to manually update either these variables, or configure a new Postman
Environment for use with the SCIM API Sample Scripts:

Variable Description
SACserviceFQDN Not used The hostname, fully qualified, of the SAP Analytics Cloud Service
SACtokenFQDN Not used The hostname, fully qualified, of the OAuth Client Token Service. Importantly,

it’s the fully qualified hostname, not the full URL.
Username Not used Username of the OAuth client

Password Not used Password of the OAuth client without any carriage return at the end!
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SAMLSSO Not used Defines the Authentication method defined for the SAP Analytics Cloud Service.
If you are using the default Identify Provider that comes with SAP Analytics
Cloud, then use a value of “default”. Otherwise, set this to “userid”, “email” or
“custom” depending upon how you configured SAML Single-Sign-On.

Individual step-by-step instructions are on how to set these variables correctly follows here:

Import environment ‘templates’
Open Postman client. If you’re new to Postman, you’ll appreciate to know a ‘workspace’ has been created for you. You
can have multiple workspaces. You’ll work with just one workspace for this setup. Environments are stored inside a

workspace.

Home Workspaces Reports Explore
2 SAC SCIM Samples New | Import
V Globals

You don’t have any

environments.

Create a new Environment

1. Select the ‘Environments’ tab

2. Select ‘Import’

3. Select ‘Folder’
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4. Select ‘Choose folder from your computer’. Then select the folder where you downloaded the environment json
file earlier. You need to select the ‘Embedded\Embedded Environments’ folder and press ‘Select Folder’

Import

=

5. Select Import. This will import the 2 environment json files into your Postman workspace. Each act as a template
for you to edit for your SAP Analytics Cloud Service.

anww Workspaces API Network Reports  Explore }, Search P s BB ¢« 2 0 Q

2 SAC Embedded Edition New Import  [E] Embeddod Edition < ' AT ‘

i
5| + Embedded Edition @ : i

Slcbats VARIABLE TYPE @) INITIAL VALUE (O CURRENT VALUE weo  Persis

2[5

00000 B
: = 4
,

6. Ensure the environment called ‘Embedded Edition’ is selected

a. Optionally feel free to rename it appropriately.

b. If you have more than one SAP Analytics Cloud Embedded Edition Service, duplicate this environment,
one for each SAP Analytics Cloud Embedded Edition Service and name them appropriately. For each of
these environments, you'll need to repeat the following steps, one for each SAP Analytics Cloud
Embedded Edition Service.
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7. We need to define this environment for your SAP Analytics Cloud Embedded Edition Service(s).

a. The environment consists of numerous variables, such as ‘Embedded_uua_clientid’,
‘Embedded_uua_clientsecret’ and many others.

b. We need to update the ‘Current Value’ for many of these variables. For the moment, ignore the ‘Initial
Value’

c. The next steps will guide you through where to obtain each of these values

d. There’s nothing to do in this step, but just remember that the following steps will require you to update
the values shown in box 7.

Pre-requisites
This user guide assumes you have already performed the following:

1. You have created a subaccount within your Global Account cockpit on the SAP Business Technology Platform.

2. You have granted that subaccount an Entitlement Assignment with a Service Plan for SAP Analytics Cloud
Embedded Edition.

3. You have created a Space with a Quota Plan assigned to it.

4. You have created a new instance of ‘SAP Analytics Cloud Embedded Edition” and you have then created a Service
Key on that instance.

For step-by-step instructions to complete the pre-requisites, please refer to this blog
https://blogs.sap.com/2021/08/24/getting-started-with-sap-analytics-cloud-embedded-edition-
btp-service.-part-i/

You should stop at the end of part 1 of this blog, ignoring parts 2, 3, 4 and 5, since these sample
scripts provide a more comprehensive solution that was developed after the blog was written.

Official documentation SAP Analytics Cloud, Embedded Edition: Getting Started Guide includes
|| details of how to create an instance of SAP Analytics Cloud Embedded Edition and how to create a
Service Key

View Service Key

Once you have completed the above tasks, you will be able to access your service key. The service key will provide us
with values we need to store inside the Postman ‘template’ Environment you just imported. The service key is shown
here:

Page 10


https://blogs.sap.com/2021/08/24/getting-started-with-sap-analytics-cloud-embedded-edition-btp-service.-part-i/
https://blogs.sap.com/2021/08/24/getting-started-with-sap-analytics-cloud-embedded-edition-btp-service.-part-i/
https://help.sap.com/viewer/7466893ec68641198fc189757dc5f7a6/LATEST/en-US/842009c3f599432a8f6c6e248267380d.html

Matthew

SAP SAP BTP Cockpit

© Applications @ SAPInternal - PATCEE ~ | £ SAC-Embedded-CF E SACCF
¥ Services ¥ Space: SAC CF - Service Instances
Service Marketplace All:1
Instances - =
Search Q I SAP Analytics Cloud, embedded edition AllPlans All Statuses s |
& SAP HANA Cloud
[3] SAP HANA Cloud Migrations
&
@& Routes
Instance 2 Service Plan Credentials Status

88 Security Groups

SAC-Embedde. SAP Analytics Cloud,... standard
= Events

& Members

3 Applications @ SAPInternal - PETCEE ~ | & SAC-Embedded-CF
¥ Services Vv Space: SAC CF - Service ‘ Create ]
Instances
Satvice Marketplace SAC-Embedded-CF
All: 1
0b30f5c4-c65d-43ea-88ca-3b8d4b915cTe
Instances P Analytics Cloud, embadded adition {sap-ana
£ SAP HANA Cloud Search & | | SAP Anaiytics Cloud,...
[3] SAP HANA Cloud Migratians Bound Applications (0) Sarvice Keys (1)
& Routes r
| Create
28  Sacurity Groups Instance &  Status Name Status
& Eyents sacEmbeddes-r (i [ ] No bound applications

w

[

Members Service Keys (1)

—
| Create |
L J

| Name Status

SAC-Embedded-CF

4 Download

T Delete

8. View the key, by either of the methods mentioned above. The result should show a dialogue box like this:

Page 11



Credentials

SAC Embedded-CF i
r Form JSON

1+ ¢

2~ “endpoints”: {

3~ "sac_embedded_edition_service”: {

4 "url®: "https://ocr2estenddmogemmentl.eul®.sapanalytics.cloud/sap/fpa/ui/tenants

/4dd42/app.htmlz",

5 “timeout“: 308000

& 3,

T~ "sac_embedded_edition_service_config”: {

8 “uri": "https://sac-embedded-sdition-tm-sac-saceul®.cfapps.eul®.hana.ondemand. com/api

I ViR

S “timeout": 30002

e s

11~ “scim™: ¢

12 "url®: "https://ocr2sstomd2magngyouctl.eul@.sapanalytics.cloud/api/vl/scim®,

13 "timeout”: 30000

14 )

15 1

16 “oauth_token_url”: "ocr2mstandZmwagngyoeotl.authentication.eul®. hana.ondemand. com/cauth
/token",

17 "public_fgdn": "ocr2metandlcungogyeuctd.euld.sapanalytics.cloud”,

1" eam ~Taid ramidrats fram ran snaTidier fland ambaddad®

Copy JSON Close

9. The following steps require copying values from within this service key into your Postman environment as
discussed in Step 7. You may optionally download the service key.

Set Postman variables
We will now copy the appropriate values from the service key into the Postman Environment:

Credentials

| SAC-Embedded-CF

JSON |

endpoints:

sac_embedded_edition_service:

url:

| https:/focr2 1.eul0.sapanalytics.cloud/sap/fpalui/tenants/4dd42/app.htmi#

timeout:

i 30000

sac_embedded_edition_service_config:

urk:

[ httenillnnn ambaddad aditinm tmm ane aneacdl cfanns a0l bans andamand aaminnifid

Copy JSON Download Close

10. Select the ‘Form’ option (since it makes it a little easier to follow instructions that reading the raw JSON!)
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Credentials

endpoints:

sac_embedded_edition_service:

url:

‘ https://ocrZ *.eul0.sapanalytics.cloud/sap/fpalui/tenants/4dd42/app.html#

timeout:

’\ 30000 |

sac_embedded_edition_service_config:

url:

I‘ Qliel¥] sac-embedded- ).cfapps.eul0.hana.ondemand.com EIIGY

timeout:

Copy JSON  Download Close

11. For the ‘endpoints’ ‘sac_embedded_edition_service_config’ ‘url’ we need to copy just the fully qualified
domain name (FQDN) that is shown, i.e., ignore the leading https:// and ignore the trailing /api/v1/. Paste this
value into the Postman Current Value for the variable
‘Embedded_endpoints_sac_embedded_edition_service_config_FQDN’ (see step 7 for a screenshot). It's very
easy to copy the wrong value as only just above is another parameter with almost an identical name. So be extra
careful and ensure you copy the value from the parameter that ends “_config”

Credentials
| tenant_uuid: I
| BZIS7THES -~ ° =~ - T T " 6cal8l ‘

uaa:

clientid:

\ sb-Ob 'elb121809|sac-embedded-edition-sb!b3650 '

clientsecret:

| 5VuR DuDYs= \

urk:

’ https://sac-embedded-c .authentication.eul0.hana.ondemand.com \

identityzone:

\ sac-embedded- k9 '

identityzoneid:

| 223639b¢ 968656d0db \

Copy JSON  Download Close
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12. Scroll down a little, and copy the value for ‘tenant_uuid’ into your Postman Current Value for the variable
‘Embedded_tenant_uuid’ (see step 7 for a screenshot)

Credentials

tenant_uuid:

| 82757069- IEE————caf38

ded-edition-sb!b3650

clientsecret:

| 5VuR DuDYs= ]
url:

I https://sac-embedded- .authentication.eul0.hana.ondemand.com I
identityzone:

| sac-embedded-/ k9 |

identityzoneid:

| 223639 968656d0db |

Copy JSON Download Close

13. Copy the value for ‘uaa’ ‘clientid’ into your Postman Current Value for the variable ‘Embedded_uua_clientid’
(see step 7 for a screenshot)

Credentials

tenant_uuid:

| 82757069- ImimtiataTatAAtAR6CatEs

clientid:

| sb-0b30f5c4-c65d-43ea-88ca-3b8d4b915¢c7e!b121809|sac-embedded-edition-sb!b3650 l

url:

| https://sac-embedded-1 = ' 7' 7.authentication.eul0.hana.ondemand.com [

identityzone:

| sac-embedded- = ' kS I

identityzoneid:

| 223b39b! 968656d0db |

Copy JSON Download Close
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14. Copy the value for ‘uaa’ ‘clientsecret’ into your Postman Current Value for the variable
‘Embedded_uua_clientsecret’ (see step 7 for a screenshot)

Credentials

tenant_uuid:

| 82757b69- s ians i i6caf8s

clientid:

‘ sb-0b30f5c4-c65d-43ea-88ca-3b8d4b915¢7e!b121809|sac-embedded-edition-sb!b3650 ’

clientsecret:

| SWREESEGEEaEEDUDYs= 1

https. sambedd' .ahentimtion.eulOAhana.ondemaAcom

identityZone

‘ sac-embedded- k9 ‘

identityzoneid:

| 223b39b¢ 968656d0db ‘

Copy JSSON  Download Close

15. For the ‘uaa’ ‘url’ we need to copy just the fully qualified domain name (FQDN) that is shown, i.e., ighore the
leading https://. Paste this value into the Postman Current Value for the variable ‘Embedded_uua_url_FQDN’
(see step 7 for a screenshot)
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Your Postman environment should now look something like this:

[=] Embedded Editio > t Embedded Edtion
VARIABLE TYPE @ NITIAL VALUE (@ CURRENT VALUE Reset All |
FoON defaol x 1t u
QD efsull v XKOOKKXKOOCOOUK XXXK..  XXHX XAX K HIOEKEHXXKKRANK xnx authent 16010 hary mand.com
Usernai
Pas z
ContentNamespace detault 1
. etaul f
S 1 Sefault
imeZonet default )
T etaul
T detaul uT u
QDN fault sac-embedded- suthentication 410.hans ondemand.cor
Embedded_uua.clientid defaun ' wbed ;
En _cliantsecrs
Embedded_endpoints_sac_embeddad_edition_service_contig_FQDN default ded-edit 1 y y
Em 1 uuid defaull 82757069 f 77, 757b69-f 8771-8
Embec ar default AUt MyOAuth

16. Press Save.
17. Optionally press ‘Persist All’. This will copy the values form the ‘Current Value’ into the ‘Initial Value’ column. We
will only work with ‘Current Values’. ‘Initial Values’ are used when the environment is shared with others.

At this point you will have completed the initial setup of your Postman Environment. We now need to import the actual
sample scripts into Postman.
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(A) Install , (B) Download define samples into

(E) Run test

Postman nvironmen mple!
ostma samples environment Baaieny sample

in Postman

Step D —import sample collections in Postman
Now the environment has been setup we can import the sample scripts, each is called a collection in Postman. We can

then run a test collection to check the environment we’ve setup is valid.

a Home  Workspaces v API Network

2, SAC Embedded Edition

o
)
APt v Wiy first collection o -
1 First folder maide cobection
[=
Teironmme
= Secand fokder inskde colection
(|
Monitors Create a ion for your req
A caliection lets you group relatad requests
a
b} et common author
Flowa and variables for all requests in |t
'D)
o~ Create collection
Heat

18. In Postman select the ‘Collections’ tab
19. Click ‘Import’

nk Rawtext Code repository New

Choose folder from your computer J

20. Select ‘Folder’
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21. Select ‘Choose folder from your computer’ and then select the folder where you downloaded the sample scripts
to (Embedded\Embedded Samples) and press ‘Select Folder’

Import

Select files to import

< <]

I < I < I < <

[< T < I < I < I < <

<]

22. Select ‘Import’. This will import all the sample scripts (collections) into your Postman Workspace.

18/18 selected

NAME

Embedded 701-Test Tenant Environment Set...
Embedded 706-Auto Configure Postman Env.

Embedded 707-Auto Configure Postman Env...
Embedded 708-Auto Configure Postman Env..
Embedded 711-E-Display & Check System C...
Embedded 721-E-SCIM Express setup (base...

Embedded 723-E-Delete OAuth Client (base,..

Embedded 731-E-Reset Inconsistent state
Embedded 732-E-Display SAML metadata

Embedded 733-Fj-Configure Custom IdP

Embedded 734-Fj-Update System Configura..

Embedded 735-0arr-Fj-Update Trusted Orig...

Embedded 741-Fcj-Add OAuth Client
Embedded 742-Fcj-Add Trusted IdP

Embedded 743-Fj-Add Live Connection

FORMAT

Postman Collection v21
Postman Collection v2.1
Postman Collection v2.1
Postman Collection v2.1
Postman Collection v2.1
Postman Collection v2.1
Postman Collection v2.1
Postman Collection v2.1
Postman Collection v2.1
Postman Collection v2.1
Postman Collection v21
Postman Collection v2.1
Postman Collection v2.1
Postman Coflection v2.1

Postman Callection v2.1
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N (C) Import &
(A) Install L (B)Download N define (2))mpont (E) Run test

samples into

Postman nvironmen
ostma samples environment Bastran

sample!
in Postman

Step E — Run sample collection 701 to test the environment has been setup correctly

a Home Workspaces v AP Network Reports  Explore Q Search Pastma s BBy v & 0 & Upagrade
2 SAC Embedded Edition New import  [5} Limbedded Eon [ embecded 201-Test Tar b . f mbeosad Edivord XA 4
3 dedt 701-Test Tenant Environment Setup A Share Docy ' NoEnyironmeat
Cotac e
lv Embedded 701-Test Tenant E . Setup ] p 2 R Embecsad Edition
zation Pre-request § 0 st Varialie R
& GET tenantaccesstoken (Step 1+ 0bLain A val
o vization method will be used for every request in this cofiection. You can overnde thes by sg
= >
Enciroane 3
Ne Auth
= ?
L - > Embedded 711-E-Display & Check System Configuration
] > Embedded 721-E-SCIM Express setup (based on this En -
N || ¢ (based o this En.. This collection does not use any suthorization. Laath mare sbdut authoriztion » ~ User guide
> Embedded 73 1ale
https={/d dam sap.com/ay3eXuB
f > Embedded 732 SAML mat,
> Embedded 733-Fj-Configure Custom WP B|°g (fOf Q&A)

23. Select the collection ‘Embedded 701-Test Tenant Environment Setup’. A new window will open for this
collection. This collection will perform a very simple test against the API. The collection is quite harmless, and
no updates will be performed.

24. Select the environment which was defined in step C. (We need to select the environment before we press run
since changing the environment after we press run has no effect)

25. Press Run (having previously selected the correct environment)

al Embedged Editian [ Embedded 701-Test Te »1 Runner t Embedded Edrtion v )
RUN ORDER Deselect All. SelectAll Rese
GET tenantaccesstoken {Step 1- obtain a vaild token) lisations

OET  READ System Configuration {Step 2 - read Tenant endpoint)
Delay 0 me

Data Select File

| Save responses (O
Keep variable values @
| Run cofection without using stored cookies

Save cookles after collection run &

Run Embedded 701-Test Tenant ..

26. A new window, called a ‘Runner’ will open. For this collection there is no data file, however this is where you'd
select a data file if the collection required it. These data files were introduced in step B ‘example data files’'.
Many, though not all collections require a data file. It's important not to miss this step if a data file is required.
However, for this collection, no data file is needed, so we don’t need to select one.

27. Press Run.
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£, SAC Embedded Editio) tew e

G

28. Open the Console and enlarge the console window.
a. The console shows important information.
b. For this collection, the script is particularly verbose and provides a great deal of information to help you
determine where any problem may be.

29. Open the ‘Run Summary’ for each of the requests.

30. You should observe ‘pass’ tests. If you do, then everything is well, and you’ve successfully configured the
environment and run a simple test. The console will tell you how OAuth Clients, Live Connections and Trusted
Origins are in your SAP Analytics Cloud Service. If either of these tests fail, inspect the console carefully for clues
to where you went wrong.

If you have successfully configured the Postman Environment the console will show:

READ System Configuration (Step 2 - read Tenant endpoint) test: Great! A valid response was
obtained and means your Embedded endpoints sac embedded edition service config FQDN is set
correctly. This SAP Analytics Cloud Service has 0 OAuth Clients, 0 Live Connections, 5 Trusted
Origins. Use Sample Script 711 to view the complete configuration

READ System Configuration (Step 2 - read Tenant endpoint) test: If you have previously configurated
this SAP Analytics Cloud Service, use Sample Scripts 706, 707 or 708 to automatically configure the
remaining variables correctly in this Postman Environment

READ System Configuration (Step 2 - read Tenant endpoint) test: If you have not yet configurated
this SAP Analytics Cloud Service and you wish to use the SCIM API then use Sample Script 721 to
easily add a new OAuthClient, set the Content Namespace to be the one defined in this Postman
Environment and also to update the remaining variables correctly in this Postman Environment
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Introduction to sample scripts (collections)

The samples that are included are summaries here:

Test
o Embedded 701-Test Tenant Environment Setup

You have already used 701 to test you have made the initial Postman Environment setup correctly in the step-by-step
instructions.

Auto Configure Postman Environment
o Embedded 706-Auto Configure Postman Environment for SCIM (step-by-step instructions)
o Embedded 707-Auto Configure Postman Environment for Modelling
o Embedded 708-Auto Configure Postman Environment for Story Listing

These samples are needed when connecting to an instance of SAP Analytics Cloud Embedded Edition that has already
been setup with an OAuth Client. If you work for SAP and connecting to a customer environment, then this will also be
applicable. The auto configuration scripts will identify the right OAuth Client, for that use-case, and further configure the
Postman Environment so the SCIM APl sample scripts work without the need for further manual configuration. There are
currently no sample scripts for Modelling or Story Listing.

' S Step-by-step instructions for 706 are available in a following section

Display & Check System Configuration
o Embedded 711-E-Display & Check System Configuration

This sample does nothing, except print to the console the entire configuration of this instance of SAP Analytics Cloud
Embedded Edition. This is particularly helpful for troubleshooting and documenting the current configuration. There’s
no need to run 706, 707 or 708 to display the system configuration. This sample doesn’t require a data file and is
completely harmless, no updates are made to the system or to the Postman Environment. It's worth running this sample
to see the current configuration. Remember the output is shown in the Postman Console.

The console log will also identify what aspects of the current Postman Environment are set correctly, nor not, for the
current configuration of your SAP Analytics Cloud Embedded Edition instance. This aspect is particularly helpful to avoid
other issues.

Express Setup

o Embedded 721-E-SCIM Express setup (based on this Environment) (step-by-step instructions)
o Embedded 723-E-Delete OAuth Client (based on this Environment)

These sample configure this instance of SAP Analytics Cloud Embedded Edition as defined in the Postman Environment.
They operate without the need for any data files. Instead, it uses the Postman Environment variables to configure it. This
is ideal for first time setup as it combines multiple tasks into a single script that doesn’t require any additional
configuration or data files to drive it.

o0

O,
," Step-by-step instructions for 721 are available in a following section
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General Administration

Embedded 731-E-Reset Inconsistent state
Embedded 732-E-Display SAML metadata (step-by-step instructions)
Embedded 733-Fj-Configure Custom IdP (step-by-step instructions)

Embedded 734-Fj-Update System Configuration
Embedded 735-Oarr-Fj-Update Trusted Origins
Embedded 741-Fcj-Add OAuth Client
Embedded 742-Fcj-Add Trusted IdP

Embedded 743-Fj-Add Live Connection
Embedded 751-Fcj-Delete OAuth Client
Embedded 752-Fcj-Delete Trusted IdP
Embedded 753-Fj-Delete Live Connection

O O 0O O 0 OO O O O ©O

Most of these samples speak for themselves. All the samples are fully documented later in this user guide. Many though
not all, of these ‘general administration’ scripts require a data file (‘-F’ in the name). Where a data file is needed, sample
data files are provided making it easy to use as a template or just use as provided.

A summary and notes for some of these samples where it’s not entirely obvious what they do:

e 731-E-Reset Inconsistent
o Ifthe tenant has an ‘inconsistent’ status, then this script will ‘reset’ it.
e 733-Fj-Configure Custom IdP
o Configuring the Custom IdP requires exchanging metadata files. For the Embedded Edition the file
cannot be uploaded, instead it must be ‘json encoded’ and included in an APl request. This user guide
provides comprehensive instructions for how to ‘json encode’ the metadata. It just requires a few
‘global find and replace’ commands on the text. See the detailed step-by-step instructions and the script
documentation for details.
e  734-Fj-Update System Configuration
o Enables you to update the various system parameters such as NR_PARALLEL_SESSION_FOR_BW. These
parameters are typically the ones you would expect to see in the User Interface of the ‘Enterprise
Edition’ via the menu-System- Administration-System Configuration.
e  735-Oarr-Fj-Update Trusted Origins
o Enables you to update the list of trusted origin URLs. These are the ones you would expect to see in the
User Interface of the ‘Enterprise Edition’ via the menu-System-Administration-App Integration.

-
o,

Step-by-step instructions for 732 and 733 to setup SAML SSO are available in a following section

|| Official SAP documentation for the Embedded Edition ‘Endpoints’
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Configuration Order

o0 706-Auto Configure
0-... Postman
Environment for )
SCIM Scenario - EO1 - @ ..
e Security Setup for Y
gy Embedded Edition
721-SCIM Express

.0,.
' setup

O, | Configuring SAML

' Single-Sign-On

Add Live Connections

The order of which you configure your SAP Analytics Cloud Embedded Edition is very flexible. Step-by-step instructions
are provided for many of the initial setup procedures as shown by the feet icons above.

Configuring SAML SSO is optional, and this can be performed either before or after users have been created. However,
in general, some issues can be avoided if users are created after SAML SSO has been setup.

The security setup of users, teams and roles involves several steps. These steps have been predefined for you in a
‘Scenario’. ‘Scenarios’ is a very simple concept which comprises of nothing more than sets of pre-configured sample data
files. Each scenario addresses a single use-case by combining different sample scripts (Postman collections) togetherin a
particular order.

It means most of the thinking has been done for you. All you need to do is tweak the data files for your own needs, such
as user ids, email addresses etc.

The ‘Scenario — EQ1 — Security Setup for Embedded Edition” will setup your Embedded Edition with 5 teams (Admins,
Users, Content_Admins, Content_Viewers, Content_Editors) being members of their respective roles and users being
added to some of those teams. The prerequisite for the Scenario E01 is either sample scripts 706 or 721.

The only means to create users is via the SCIM API.

User assignment to teams, can be managed via the SAML SSO attribute mapping if you configure SAML SSO with your
own custom Identity Provider.

The follow section provides step-by-step instructions for those highlighted above. Other tasks, such as Adding a Live
Connection requires a simple modification to the provided sample data file before being run by the appropriate sample
script.
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Step-by-Step instructions

For a selected number of sample scripts, step-by-step instructions are provided.

Please remember that each sample script is fully documented in this user guide and sample data files are also provided
where applicable. If a data file is needed, then very simple modifications are likely to suffice your need.

Auto Configure Postman Environment

If you are connecting to an instance of SAP Analytics Cloud Embedded Edition that has already been setup with an
OAuth client, then there will be additional Postman Environment variables that need to be defined if you are using the
SCIM samples. Different variables need to be defined depending upon your use-case, since each use-case can use a
different OAuth client configuration, we need to ensure we use the right OAuth client if there are multiple. Thankfully
there are sample scripts (Collections) that do this for you and so you don’t need to do anything but run a Collection.

Run the sample script (Collection) that is relevant for you:

Use case Sample Script (Collection) to run

User and Team provisioning & Embedded 706-Auto Configure Postman Environment for SCIM
administration using the SCIM API

Modelling API usage Embedded 707-Auto Configure Postman Environment for Modelling
Story Listing APl usage Embedded 708-Auto Configure Postman Environment for Story Listing

Each collection will read which OAuth clients have already been created and will use the one that is relevant for that
use-case. For example the SCIM use-case will identify the name of the OAuth client that has a role
PROFILE:sap.epm:SCIM_Public_API and the use that configuration to set other Postman Environment variables.

If you are unsure, use 706 since there are currently no sample scripts for Modelling or Story Listing. There are only
sample scripts for the SCIM API at the moment, in addition to these sample scripts that help with the administration of
your Embedded Edition.

None of these sample scripts (706, 707, 708) require a data file and all are quite harmless. They don’t make any changes
to the configuration of the SAP Analytics Cloud Embedded Edition you are connected to. The step-by-step instructions
are:

o

)

@@ Home Workspaces AP} Network Reports  Explore \ Search Postman $Y 2 Invite & B N Q Upgrade
,;'3, SAC Embedded Edition New Import ™ Embedded 706-Auto € t Embedded Edition) o
8 v < Embedded 706-Auto Configure Postman Environment for SC... / Share t ork | O ﬂ 30 B

ant Enviro
3." wrization  f Jue t T bl Run collection 1
e Post ( 1 =
ent This authorization method will be used for every request in this collection. You can override this by specifying one in the

1. Select the Collection (in this example its “Embedded 706-Auto Configure Postman Environment for SCIM”)
2. PressRun
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(3 embedded 706-Aute € [*] Runner 4+ eeo Embedded Edition

Select All  Reset

RUN ORDER

GET  UPDATE Postman Environment Rerations 1
GET tenantaccesstoken
Delay 0
Data Select File

Save responses @
Keep variable values ©

__| Run collection without using stored

cookies

Save cockies after collection run @

Run Embedded 706-Auto Config...

3. (We don’t need to select a data file for these ‘auto configure’ Collections) so just press Run

0 Home Workspaces ~  APINetwork ©  Reports  Explore Q Search Postman 2% m & B8 Q Q Upgrade ~
A SAC Embedded Edition New Import [ Embedided 706-Auto C [3] Emboecdes 706-Auto Cc e Embedded Edition v @

15 + T **  Embedded 706-Auto Configure... | ' ' m m New Export Results

Colex Lo
> Embedded 701-Test Tenant Environ.

&b v Embedded 708-Auto Configure Post...
APis 1

 UPDATE Postman Environment
= GET tenantaccasstoken PDATE Postman Environment

=

Ewpoiciets > Embedded 707-Auto Configure Post Pass UPDATE Postman Environment
> Embedded 708-Auto Configure Post... pasy SWUHCHMMLInchodes ihESCIM AT weth
% APl Access
> Embedded 711-E-Display & Check S
> Embedded 721-E-SCIM Express set..
Ml Q Findand Replace B Console Al LOGS v Clear [ e 2 <

UPDATE Postman Environment orexequest: Reading System Configuration

» GET https://sac-embeddec-edition-tm-sac-saceul®.cfapps.2uld. hana.ondemand.com/api/vi/tenant /82767069 -fceb-4£a1-5771-8816316¢a£38 2ee
@ "UPDATE Postman Environment test: SAMLSSO setting assigned to this Postman environment: email

(® "UPDATE Postman Environsment test: This Postman Envizonment has Deen updated (SACserviceFQDN, SACtokenFQON, ContentNamespace,Embedded_OAuthClientName, Usar
name, Password, SAMLSSO). You are now ready to use the othexr sample scripts that create users and teams etc.

@ "UPDATE Postman Environment test: Run sample script '061-Test-Es-Tests Single Envizonment Setup’ to validate the SCIM API is working corzectly

4. Open each of the tests and check that each test shows a ‘Pass’

If successful, the console will show the following for script 706:

UPDATE Postman Environment prerequest: Reading System Configuration

UPDATE Postman Environment test: SAMLSSO setting assigned to this Postman environment: default

UPDATE Postman Environment test: This Postman Environment has been updated (SACserviceFQDN, SACtokenFQDN,
ContentNamespace, Embedded_OAuthClientName, Username, Password, SAMLSSO). You are now ready to use the other
sample scripts that create users and teams etc.

UPDATE Postman Environment test: Run sample script '@01-Test-Es-Tests Single Environment Setup' to validate
the SCIM API is working correctly
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Running the script will automatically configure the following variables within the currently selected Postman

Environment: SACserviceFQDN, SACtokenFQDN, ContentNamespace, Embedded_OAuthClientName, Username,
Password, SAMLSSO

Most of these variables are used by the SCIM API sample scripts that are documented in the “SAP Analytics Cloud User
and Team Provisioning SCIM API Sample Scripts User Guide” (and this includes the script '001-Test-Es-Tests Single
Environment Setup' mentioned in the console log). It means that much of the configuration for the SCIM APl sample
scripts has now been completed for you. This then means you must skip steps A, B and most of C in that document.
Instead go directly to step 24 (within Step C) to configure the TimeZone variables.

Should the 706, 707 or 708 Collections fail they will look like this:

@ Home Workspaces AP Network Reports  Explore A Search Postma s ¢ 2 0 Q‘ Upgrade

A SAC Embedded Edition New Import ] Embadded 706-Auto C »| Embedded 706-Auto C ¢ Embedded Edition

‘ = ¥ oo Embedded 706-Auto Configure..

!.Jhm;

New Export Results

D ET UPDATE Postman Environment 11

Pass UPDATE Postman Enviranment

OAuth Client includes the SCIM API role with

APl Access

Fail

The console will show this for 706:
UPDATE Postman Environment prerequest: Reading System Configuration

UPDATE Postman Environment test: This Postman Environment has only partly been updated (SACserviceFQDN,
SACtokenFQDN, ContentNamespace). You will not be able to run other sample scripts to create users and teams
etc.

UPDATE Postman Environment test: No valid OAuth Client exists. Unable to fully update this Postman
Environment! Create a new OAuth Client with sample script 721 or 741

It means an OAuth client for the use-case you’ve chosen hasn’t yet been created and you will need to create one with
scripts 721 or 741. Script 721 is used in the next section ‘Express Setup - First time setting up...’
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Express Setup - First time setting up this instance of SAP Analytics Cloud Embedded Edition

Configuring SAP Analytics Cloud Embedded Edition requires several tasks to be completed. To ease the setup and merge
a few tasks into just 1, a single collection called “Embedded 721-E-SCIM Express setup (based on this Environment)” is
available. This will do the following for you:

1. Create an OAuth Client for you.

a. The OAuth client will have all the necessary permissions for APl access and the role
(PROFILE:sap.epm:SCIM_Public_API) that is needed to create and manage users and teams. The OAuth
client added will not enable you for Modelling or Story access. (If you need an OAuth Client for these
other reasons, then please refer to sample script 741 and the provided sample data file that will do this
for you. Then use script 707 or 708 to update the Postman Environment automatically)

b. The name of the OAuth client will be the one already defined in your Postman Environment variable
called ‘Embedded_OAuthClientName’ and has value ‘MyOAuthClient’. Feel free to change this name
before running sample script 721

2. Update the Content Namespace of this Embedded Edition to the name as defined in the Postman Environment.

a. Changing the Content Namespace isn’t necessary, but it is considered best practice to keep the Content
Namespace the same and consistent across the landscape. For more details, please refer to this blog.
For this reason, the Content Namespace is updated as part of this ‘express setup’.

b. If you want to keep the existing Content Namespace that SAP assigned to your Embedded Edition, then
use sample script 711 to display your current setting for this, look for ‘Content Namespace’ at the end of
the console display. Copy this value into your Postman Environment variable ‘ContentNamespace’.
Otherwise, your Embedded Edition will be updated to whatever the current value in your Postman
Environment variable ‘ContentNamespace’ is. The default is ‘t.1’

3. Update other Postman Environment variables so the SCIM APl Sample Scripts work without any further need to
configure them (unlike when using the SAP Analytics Cloud Enterprise Edition).

It will do this all this without a data file and so there’s no need to specify or configure one.

Here are the step-by-step instructions:

£ n a
€@ Home Workspaces AP Network Reports  Explore ' % Al o ISarade
A SAC Embedded Edition New  Import J Embedded 721-E-SCiM 2 ] Embedded Edition I

8 i = Embedded 721-E-SCIM Express setup (based on this Environme,

1. Select the collection “Embedded 721-E-SCIM Express setup (based on this Environment)”
2. Ensure the correct Environment is selected before step 3
3. PressRun
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[ Embedded 721-E-5CiM [¥] Runner + e Embedded Edition v @

RUN ORDER Deselect All  Select Al Reset
GET READ System Configuration fterations 1
PATCH CREATE OAuth Client
Delay 0 ms
GET  Confirm OAuth Client creation
PATCH UPDATE Content Namespace Lo Syectie
GeT  Confirm Content Namespace Update [ save responses ®

GET  UPDATE Postman Environment Keep variable vahies ©

POST GET tenantaccesstoken

[} Run collection without using stored cookles

Save cookles after collection run ©

Run Embedded 721-E-SCIM Expr...

4. This Collection does NOT need a data file so there’s no need to select one (unlike a number of others), just press
Run
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5. Open the Console and observe the progress of the script.
a. It will take a between 2 and 5 minutes to run
b. It first creates a new OAuth Client for SCIM use only
c. The Content Namespace is then updated to be ‘t.1’ (assuming you’ve not change the Postman
Environment variable ‘ContentNamespace’)
d. Finally, the Postman Environment is updated so the SCIM API samples will work.

e. The console will show:
SAMLSSO setting now assigned to this Postman environment: default
UPDATE Postman Environment test: This Postman Environment has been updated
(SACserviceFQDN, SACtokenFQDN, Username, Password, SAMLSSO) . You are now ready to use the
other sample scripts that create users and teams etc. Use sample script '00l-Test-Es-
Tests Single Environment Setup' to validate the SCIM API endpoints are working as
expected

6. The run summary should show each test passes.
Your next tasks, which can be performed in any order, are likely to be:

1. Create users and teams
a. Which will then mean you can use the user interface to login. The URL will be the hostname that has
been automatically set for you in your Postman Environment variable SACserviceFQDN
b. The step-by-step instructions for this are provided in this guide the next section ‘Security Setup’
2. Add a new HANA live connection
3. Define a custom IDP
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Security Setup (Scenario — EO1)
The Security Setup Scenario uses the SCIM API, and this means you must either have successful run one of these sample
scripts described above:

1. ‘Embedded 721-E-SCIM Express setup (based on this Environment)’
2. or ‘Embedded 706-Auto Configure Postman Environment for SCIM’

You must also have setup the SCIM API sample scripts following the “SAP Analytics Cloud User and Team Provisioning
SCIM API Sample Scripts User Guide”. Because you’ve already run the sample scripts 721 or 706 much of the
configuration for the SCIM API sample scripts has now been completed for you automatically. This then means you must
skip steps A, B and most of C in that document. Instead go directly to step 24 (within Step C) to configure the TimeZone
variables. Once you have successfully completed step 39 of that setup, you can proceed here.

Scenario EO1 - Security Setup for Embedded Edition
Purpose Setup the security for the SAP Analytics Cloud Embedded Edition

Description  Creates an initial ‘setup’ user in SAP Analytics Cloud Embedded Edition for you to login to the user
interface. This will allow you to create a number of teams manually to avoid the need to create team
folders. (Team folders may be problematic)

Then roles can be assigned to the teams to conform to best practice.

The initial ‘setup’ user is then updated so the previously assigned role is assigned to that user via the
teams, rather than directly to the user.

Regular users can then be created and assigned to the teams inheriting the roles via those teams.

You will have already downloaded the data files for this scenario. They will be in the folder
‘Embedded\Scenarios\Scenario E0Q1 - Security Setup for Embedded Edition’

Enable manually created teams to be accessed via the API

To follow best practices, it is advised not to assign roles directly to users. Instead, it is advised to add users into a team
and assign the team to roles. It means the users inherit right role rights through the team membership. Teams are also a
very good means to manage security and rights assignment since they ease administration overheads by allowing
inheritance to work so users within a team inherit appropriate rights etc. Assigning roles to teams will also enable SAML
attribute mapping of users to teams since with the Embedded Edition SAML attribute mapping to roles directly is not
possible.

However, when a team is created an optional ‘team folder’ can be created with it. These ‘team folders’ for the
embedded edition cannot be accessed, nor can they be managed in anyway and this includes deleting them. It means
such team folders have no role within the embedded edition. This isn’t an issue in general, since it is best practice not to
use such folders but instead create public folders and assign rights appropriately to these public folders.

When creating teams via the API, the team folder is always created as the APl was developed before the feature that a
team folder was optional. This could cause an issue, if you decide to delete the team, leaving the team folder in place
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even though you can’t access it! It could be a problem because you won’t be able to create a new team of the same
name since the team creation will fail. The team create will fail because you cannot have 2 team folders of the same
name (the old team folder and the new one).

In turn, it means the best practice would be to only create teams manually and NOT via the API. When creating teams
manually always create the team WITHOUT the team folder. You should de-select the option as shown:

Create Team

Team Name*

=2
1]
i
2]
(=]
(=]
S

I ¥| Create a Folder I

Folder Name*

1 Team Member Search Q || Display Name “ TL +

@ Matthew Shaw

When a team is created manually via the user interface, that team cannot be managed via the API. The fix is quite
straightforward, simply log a Support Incident with SAP Product Support and ask for the business toggle
IMPLEMENT_WORKAROUND_FOR_SCIM_GROUPS to be turned on. Mention SAP KBA 2857395 and the SAP Analytics
Cloud Service URL in the incident. This will then mean all teams created via the user interface can be used and managed
via the API. For more details please refer to this blog.

There is no harm in having teams with folders, it’s just that it will prevent you, after you’ve deleted a team, from re-

creating it with the same name. If you are happy with this, then you may skip steps 1, 2 and 3 and proceed directly to
step 4.

Page 31


https://blogs.sap.com/2021/11/03/making-manually-created-sap-analytics-cloud-teams-readable-by-the-scim-api/

Step 1: 132 Create setup user with roles
e Sample data file: Step 01 - 132 Create setup User with roles.json

e Edit the data file and replace the personal entries to match your own. Ensure the email is correct. The data file
contains:

[
{
"file userid": "MATTHEW",

"file isconcurrent": false,
"file givenname": "Matthew",
"file familyname": "Shaw",
"file displayname": "Matthew Shaw",
"file email": "matthew@sap.com",
"file managerid": "",
"file JSON roles": [{"value":"PROFILE:sap.epm:Embedded BI Admin"}],
"file JSON teams": [],
"file roles action": "add",
"file teams action": "keep"

}
]

e Run the collection “132-U-CU-CUlemr-Oarrk-Fcj-Es-SAML Create/update users (roles, no teams)” with this data
file

At the end of step 1, you will be able to login to the user interface of SAP Analytics Cloud. Use the URL that has been set
for you in your Postman Environment variable called SACserviceFQDN.

If you are using the default Identity Provider that comes with SAP Analytics Cloud, on the login page, press the ‘Forgot
Password?’ button for a reset password email to be sent to you. Once your password is reset, you can login. You will
have the role ‘Embedded Bl Admin’.

Step 2: Enable business toggle IMPLEMENT _WORKAROUND FOR_SCIM_GROUPS
e Log a Support Incident with SAP Product Support and ask for the business toggle
IMPLEMENT_WORKAROUND_FOR_SCIM_GROUPS to be turned on. Mention SAP KBA 2857395 and the SAP
Analytics Cloud Service URL in the incident.
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Step 3: Create teams manually
Once SAP Product Support have confirmed the business toggle IMPLEMENT_WORKAROUND_FOR_SCIM_GROUPS is ON,
then and only then create 5 teams but importantly without creating the team folder when you create the team.

You should deselect the 'Create a Folder' option.
Create 5 teams with the names:

e Admins

e Users

e Content_Admins
e (Content_Viewers
e Content_Editors

There is no need to specify the team description as this will be set in the next step, any descriptions provided will be lost.

The team names are used in the next steps, so if you give them different names you must change their names in the
subsequent steps too.

Step 4: Update team descriptions
e Sample data file: Step 04 - 501 Update teams description.json
e Run the collection “501-T-UC-Ud-Fcj-Es-Update create team” with this data file

Once the script is run, the descriptions for the 5 teams, you just created manually in step 3, will be updated.

If you skipped step 1, 2 and 3 then this step, with the same sample data file and collection, will instead create 5 new
teams with the correct description. Each team will also have a hidden team folder that you won’t be able to delete.

The data file contains:

[

"file team": "Admins",
"file displayname": "Users with the role Embedded BI Admin"
by
{
"file team": "Users",
"file displayname": "Users with the role Embedded BI User"
by
{
"file team": "Content Admins",
"file displayname": "Users with the role Embedded BI Content Admin"
by
{
"file team": "Content Viewers",
"file displayname": "Users with the role Embedded BI Content Viewer"
b
{
"file team": "Content Editors",
"file displayname": "Users with the role Embedded BI Content Editor"
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Step 5: 612 Add roles to teams
e Sample data file: Step 05 - 612 Add roles to Teams.json
e Run the collection “612-T-Uc-Uur-Oarrk-Fj-Es users/roles actions on Teams” with this data file

The data file specifies the Roles that each team will be added to:

Team name Role team will be a member of
Admins Embedded_BI_Admin
Users Embedded_BI User

Content_Admins Embedded_BI_Content_Admin
Content_Viewers Embedded_BI_Content_Viewer
Content_Editors Embedded_BI_Content_Editor

The data file contains:

[

"file team": "Admins",

"file users action": "keep",

"file roles action": "add",

"file JSON users": [],

"file JSON roles": [{"value":"PROFILE:sap.epm:Embedded BI Admin"}]
by

{

"file team": "Users",

"file users action": "keep",

"file roles action": "add",

"file JSON users": [],

"file JSON roles": [{"value":"PROFILE:sap.epm:Embedded BI User"}]
by

{

"file team": "Content Admins",

"file users action": "keep",

"file roles action": "add",

"file JSON users": [],

"file JSON roles": [{"value":"PROFILE:sap.epm:Embedded BI Content Admin"}]
by

{

"file team": "Content Viewers",

"file users action": "keep",

"file roles action": "add",

"file JSON users": [],

"file JSON roles": [{"value":"PROFILE:sap.epm:Embedded BI Content Viewer"}]
by

{

"file team": "Content Editors",

"file users action": "keep",

"file roles action": "add",

"file JSON users": [],

"file JSON roles": [{"value":"PROFILE:sap.epm:Embedded BI Content Editor"}]

Once the script 612 has been run with this data file, each team will be a member of a role as specified above. It means
that when a user is a member of the team, they will inherit the respective role. Users can be in more than 1 team, and
indeed a team can also be a member of multiple roles.

Page 34



Step 6: 233 Remove roles from user and add teams
e Sample data file: Step 06 - 233 Remove roles from user and Add teams.json

e You will need to update the data file, shown below, to match your own details and in particular the email
address

e Run the collection “233-U-UC-UClemrt-Oarrk-Fj-Es-SAML Update/create users (with roles & teams)” with this
data file

The data file contains the following:

[

"file userid": "MATTHEW",
"file isconcurrent": false,
"file givenname": "Matthew",
"file familyname": "Shaw",
"file displayname": "Matthew Shaw",
"file email": "matthew@sap.com",
"file managerid": "",
"file JSON roles": [{"value":"PROFILE:sap.epm:Embedded BI Admin"}],
"file JSON teams": [{"value":"Admins"}],
"file roles action": "remove",
"file teams action": "add"

Once the script 233 has been run with this data file, the initial ‘setup’ user that was created in step 1 of this scenario,
will:

e have the roles that where directly assigned removed

e be assigned as a member of the ‘Admins’ teams. This team is already members of their respective role and so
there is not net difference with the right this ‘setup’ user has assigned. It’s just we are now following best
practices by assigning roles to teams, rather than directly to users.

If you skipped steps 1, 2 and 3, then:

e This step 6 will create a new user with ‘Admin’ rights. You will need to update the data file, shown above, to
match your own details and in particular the email address

e Once you can run sample collection 233 with your data file, you will be able to login to the user interface of SAP
Analytics Cloud. Use the URL that has been set for you in your Postman Environment variable called
SACserviceFQDN.

e If you are using the default Identity Provider that comes with SAP Analytics Cloud, on the login page, press the
‘Forgot Password?’ button for a reset password email to be sent to you. Once your password is reset, you can
login. You will have the role ‘Embedded Bl Admin’.
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Step 7: 123 or 133 Create regular users with teams
e Sample data file: Step 07 - 123 or 133 Create regular Users with teams.json
e Edit the data file, shown below, with your own users, their names and email addresses etc. The sample adds the
users to the ‘Users’ team, but you may wish to add them to other teams. For example, adjust the entry
file JSON_teams toinclude the ‘Admins’ team instead of the Users for your administrator users. Equally use
the other teams for Content Admins, Creators, Editors as you see fit.
e Run one of these collections with this data file:
o 123-U-CU-CUlemrt-Oarrk-Fcj-Es-Create/update users (roles & teams)
o 133-U-CU-CUlemrt-Oarrk-Fcj-Es-SAML Create/update users (roles & teams)
If you are unsure, use 133.

e Once the script 123 or 133 ha been run with this data file, these users will be created and added to the team as
mentioned.

The data file contains the following:
[

"file userid": "MATTHEW1",
"file isconcurrent": false,
"file givenname": "Matthew",
"file familyname": "Shaw 1",
"file displayname": "Matthew Shaw 1",
"file email": "Matthew+l@sap.com",
"file managerid": "",
"file JSON roles": [],
"file JSON teams": [{"value":"Users"}],
"file roles action": "keep",
"file teams action": "add"

}y

"file userid": "MATTHEW2",
"file isconcurrent": false,
"file givenname": "Matthew",
"file familyname": "Shaw 2",
"file displayname": "Matthew Shaw 2",
"file email": "Matthew+2@sap.com",
"file managerid": "",
"file JSON roles": [],
"file JSON teams": [{"value":"Users"}],
"file roles action": "keep",
"file teams action": "add"

The only means to add users is via the SCIM APL.

User assignment to teams, can be managed via the SAML SSO attribute mapping.
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Configuring SAML Single-Sign-On

The configuration of the SAML SSO can be performed either before or after any users have been created in SAP Analytics
Cloud. It means the ‘Express setup’ and the Scenario ‘E01 - Security Setup for Embedded Edition’ are not prerequisites.

To enable the trust relationship between the SAP Analytics Cloud Embedded Edition and your own Custom Identity
Provider an exchange of metadata files is required:

o download the meta data file from SAP Analytics Cloud — steps 1 to 6 shown below
e upload this meta data file (from SAC) to your custom ldentity Provider — step 7

e download the meta data file from your custom ldentity Provider — step 8

e json encode the meta data file — steps 9 to 13

e upload this meta data file (from your IdP) to SAP Analytics Cloud Embedded Edition — steps 14 to 19

The step-by-step instructions are:

A SAC Embedded Edition New Import [ embedded 732-E-Disg . e @] Embedded Edition ]

G ¥ Zaa Embedded 732-E-Display SAML metadata are Y Fork
Callections

Authorization

his authorization method will be used for every request in this collection. You ¢an override this by specifying one in the Meesect

Type No Auth i

> Embe

> Embedde

I v Embedde:

1. Select the sample Collection ‘Embedded 732-E-Display SAML metadata’
2. Ensure the environment is selected correctly
3. PressRun

[3 ter ? ? [®] runaer t Embedded Edition

RUN ORDER

okies afver collection run ®
@ Run Embedded 732-E-Display S...

4. No datafile is needed, so press Run
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Bl QFindand Re:*:c All Logs v Clear B e (3 x

READ SAML metadata prereguest: Reading SAML metadata”
57 » GET https://sac-embedded-edition-tm-sac-sacapiB.cfapps.apld, hana.ondemand.com/api/vl/tenant /7ecd@ce5-851c-4b97-83c7-££c80eDED7a2/camlmetadate 208 65.66 ¢

READ SAML metadata test: SAML metada
c?xml version="1.8" encoding="UTF md:EntityDescriptor xmins md="urn:casis:names: to:SAML 12 8:metadata”™ ID="https_  ocuacjadcizpges7rpoicspd.authenticatio
lemand . com” : /1uunc]adcf.pﬂes?xoolcsp-i.authcntic:tion.Joia.hm:.undeuznd.co-' ignature xmln: - [vunn . w3 .0xg /208809 /x
gnedinfo><d: caliz “http://ume.u3.0xg/ 2681 /18 /xnl -exc-c14nk" /><ds £ o S fwem w3 oxg /2681 ]
. i ~ Transform Algoxrithm
\ i / igestMothod
F Tthe="http://wwew.w3. olz’?Bﬁ'[}ﬁd/)nl"nc! sha2b66" /> igestValve>dsngO+ddoskhbcIPUZgRtobnmhOn +91F2xKHIAX §xlo=</ds:DigestValue></ds e SignedIn
Ve tSignatureValus>NpviKebsyds909d5K i Az I1dykbwlhEX6tQntkl UEbauEWMESpCaUDP 7RI wudl zeKe] i F143v0ZrE6f8E gLKUEES /yEbvHEX0QoibzzPPvaSdoVoPSvmORL 33b0TL A VSWCHOAKSN T
XUHIESGas2xHR § IGnIS3ATHNEPNXYVES | / CwoCCaTmt ewYkUTSeESCRIt L hyHHpm fmMIR24P j 2ot rBrxh IND2C7e8hRANG29 INZAQ2EXZ7DK1 ZWL okuy LLXTTA329d10IROMC2 jbhyv /S T YXSNATZxkYx 1§
INSOMESYADHEeESEYH21eQVCIXfei0OvIDH +6LmaXkzgSw—</ds: SignatureValue><ds : KeyInfo><ds :X6890ata><ds : X689Cextificate>MIION{CCAhqEANIBAS IGELX I QKNAMABGCSQESIDIIQE
) JBCRUANF AxT jBMBENVBARMIMhBHEZ018v
! flb3VhY2phZGNmanEx 2 XM3 cnBy i zcD0U YXVBaGYUdG] § YXRpD24u Y XAXMES 0 YWS hLaduZ GV YWk
LmNvh TAZFwExN j AXNDEwMDAWNDBaGASy MOUWNDEwM T AwMOAWME owlIDF ONEwGAL UE AwxFa HRBCHMG
Ly 9vdWF jamFkY2Z60HF 1 czdy cGBxYINeNCEhd XRo2WEB8aMNhd 61 vb i ShoDEwlmhhbmE ub25kZW1h
bnQu Y29 tMIIBI jANBgkohkiEOwiBAQEF AADCAQBANIIBCgKCAQEAVEDKNCGEBhECWhXCmUS jFYn01
e xVyouDWIQOy XURMYMBOVUMEW'BIWtu- /HAIAESUWBIRVesB70a127iC5hbz

6" ‘>\m.,1nglcluzw‘§cwxcc Bi, . - o \ - ire i - 7. . i pl8.hana.on
femand. com/sanl /SingleLogout /al fouacjade - s L . .12 % i ps5< me IDFormat>
<md : NameIDFormat urnoasis:m 3 Y 4 <md 2 i > s S tnamed 5 istent</m

A ameid-for

£ :X5095ubjectName</md : Name IDFormat> ¢nd : AssertionCon y Y #=*urn:oas 3 indings:HTTP-POST" lncanan-— Mtos /lovaciadcfzpaes?rp

olcspd.authenticati ~ondemand .com/saml /SSO/ali ~ J ¢ . anl@ Andex *8" ispefault="true"/><md:AssextionConsumerSexvice Ginding

="uxn:oasis:names: to:SAM bindings:URT™ Location="https://ouaciau.’ zpaes7rpolcspd.authentication.apl®.hana.ondemand. com/oauth/token/alias/ouaciadcfzpqes7s
polcspd . of-ap18” index="1 </md : SPSS00escriptor></md:EntityDescriptor))

Open the console and select the entire contents of the output shown and copy it to the clipboard. Be careful not
to select the leading ™ and trailing ™.

Create a new empty file called ‘SAC metadata.xml’ and paste the entire contents of what you just copied into
your clipboard, into this new empty file. Save the file.

Upload this ‘SAC metadata.xml’ file to your Identity Provider and save any changes needed there.

Download the SAML 2.0 metadata.xml configuration file from your Custom Identity Provider and save the file
locally, call the filename ‘My IdP metadata.xml’ (or similar)

Open the ‘My IdP metadata.xml’ file you downloaded in step 8 with a very basic text editor (avoid sophisticated
text editors that can understand regular expressions, or match only on whole words, you want to use the very
basic editor possible). Perform 4 global find and replace commands on the entire contents of the file and in the
order shown. This will ‘json encode’ the file. If you don’t do this properly or carefully, then Postman won’t be
able to read the entry correctly.

Find all & Replace with
" \"

\u003d
\u003c
\u003e

vV A

10. Open the sample data file ‘733 sample example 1 - custom idp.Jjson’and edit this file in your text

editor
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nple example 1 - Custom IdP.json - Notepad

File Edit Format View Help

[
{

B RO o ST L R\ 1063 cns 3  EntityDescriptor xmlns:ns3\u@@3d

\"urn:oasis:names:tc:S5AML:2.8:metadata\" xmlns\u@@3d\"http://w.w3.0rg/2000/89/xmldsigH#\"
xmlns:ns2\uBe3d\"http://vaw. w3 . org/2001/04/xmlenc#\" xmlns:ns4\uB83d
\"urn:oasis:names:tc:S5AML:2.8:assertion\" ID\u@@3d\"594ada381-6384-4c3a-bdB8e-f138c8bdclc8\" entityID

\uBB3d\"https://myhostname.accounts.ondemand. com"\u@83e\uBB3cds:Signature xmlns: d5\uBBSd_
\"http://waw._w3.org/2000/89/xmldsig#\ " \ue@3e\uBd3cds:SignedInfo\uB@3e\uBB3cds: CanonicalizationMethod
Al gorithm\u@@3d\"http:/ /v w3.org/2001/10/xml-exc-cldn#\" /\uB@3e\uBB3cds :SignatureMethod Algoriithml
\uBe3d\"http: /[ ww.w3.org/2008/09/xmldsig#rsa-shally" /\uB@3e\uB@3cds :Reference URINuB@3d\"#594ada381-
6384-4c3a-bd8e-f138c8bdclc8)\ " \uBB3e\ud@3cds : Transforms\u@@3e\udd3cds: Transform Algorithm\u@@3d
\"http://w.w3.0rg/2000/89/xmldsig#enveloped-signature\” /\uB83e\uB@3cds: Transform Algorithm\u@e3d
\"http://ww.w3.0org/2001/18/xml -exc-c1An#\" /\uBB3e\uBB3c/ds: Transforms\u@B3e\uBB3cds :DigestMethod

Al gorithm\u@@3d\"http://www.w3.org/2008/09/xmldsig#shall” /A\uB@3e\uBB3cds:DigestValue\uBB3eDmYb

11. For the value of the json variable file_idPMetadata, insert/paste the result of step 9 where you performed 4
global find and replace commands on the ‘My IdP metadata.xml’ file. You have now successfully ‘json encoded’
this entry. It means Postman will be able to read a json file containing a json file!

12. For the value of the json variable file_nameldColumn enter values of userid, email or custom to reflect the
property you are using for the Subject ID.

13. Save the file you edited in step 11 and 12.

o Home  Workspaces - API Network ~ Reports  Explore Q Search Postman Upgrade
2 SAC Embedded Edition New Import [ Embocdes 733-Fj-Cont I - @
(b5 + F e Embedded 733-Fj-Configure Custom IdP B
Cofieclons
> Embedded 701-Test Tenant Environment
Authorization Pre-request Script Tests Varigbles =
o > Embedded 706-Auto Configure Postman .., e 7
A > Embedded 707-Auto Configure Postman This authorization method will be used for every request in this coliection, You can override this by specifying one in th =
L
=] > Embedded 708-Auto Configure Postman
Enionments 5 Embedded 711-E-Display & Check Syste Type No Auth v o)

> Embedded 721-E-SCIM Express setup (b,

Embedded 723-E-Delete OAuth Client (b.

v

Embedded 731-E-Reset Inconsistent state »
] This codlaction does nol use any authorization. Leam more about authorization 2 @
Monitors > Embedded 732-E-Display SAML metadata

I v Embedded 733-F]-Configure Custom IdP
9

J£1 READ System Configuration
prcd UPDATE Custom IDP

£7 Confirm Custom idP update

GET tenantaccesstoken

14. Select the sample Collection ‘Embedded 733-Fj-Configure Custom IdP’
15. Check the environment is selected correctly
16. Press Run
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[ Embedded 733-Fj-Conf [*] Runner i Dev Embedded Edition v ©

RUN ORDER Deselect All  Select All Reset
GET READ System Configuration Seraslong 1
PATCH UPDATE Custom IDP
Delay 0 ms
GET Confirm Custom IdP update
Select File

GET tenantaccesstoken

| save responses @
Keep variable values ©

Run collection without using stored cookies

Save cookies after collection run @

Run Embedded 733-Fj-Configur...

17. Select the file you saved in step 12 (‘733 sample example 1 - custom idp.json’)
a. You may optionally select the ‘Preview’ button that appears once you’ve successfully selected the file. It
should show what Postman sees inside the file. You can see its un-encoded the json file:

PREVIEW DATA

Iteration file_idPMetadata file_nameldColumn

1 "<Puml version="1.0" enco  "email"
ding="UTF-8'?> <ns3:Entit
yDescriptor xminsmns3=
Vurmcoasismames:tc:SAM

L:2.0:metadata\” xmins=

Vihittps/wwwow3.org /200

0/09/xmldsigi\” xmins:ns

b. Ifthereis an error, then your json encoding was not correct. Start again from step 8 again and be sure to
use a very basic text editor. Take your time, the steps are detailed and complex.

18. Press Run
a. It will take a few minutes to complete. Open the console to show the progress of the script.

19. Once successful you should observe the following:
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a. The test results all pass:

Embedded 733-Fj-Configure C...

v GET READ System Configuration

Pass READ System Configuration

v PATCH UPDATE Custom IDP

Pass Submit Custom IdP Configuration Update
v GET Confirm Custom |dP update
| Pass Custom AP Updated

b. The console shows success, similar to:

READ System Configuration prerequest: Reading System Configuration

Current Settings for Custom IdP: Enabled: false Entity ID : undefined Name
ID column : undefined

READ System Configuration test: Proceeding to request Custom IdP update

UPDATE Custom IDP prerequest: Updating Custom IdP

UPDATE Custom IDP test: Custom IdP Configuration Update request accepted
Confirm Custom IdP update prerequest: Reading Log

Confirm Custom IdP update test: Request still in progress... waiting 30 seconds
before next refresh

Confirm Custom IdP update prerequest: Reading Log

Confirm Custom IdP update test: Request still in progress... waiting 30 seconds
before next refresh

Confirm Custom IdP update prerequest: Reading Log

Confirm Custom IdP update test: status: SUCCESS

Confirm Custom IdP update test: start: 2022-03-17T16:42:28.074%
Confirm Custom IdP update test: target: 7ecd0ce5-051c-4b97-83c7-ffc00e00b7a2
Confirm Custom IdP update test: stop: 2022-03-17T16:42:50.323%

Confirm Custom IdP update test: message: null

Confirm Custom IdP update test: Custom IdP update was successful

Confirm Custom IdP update test: Now a Custom IdP has been enabled, it is not
possible to revert back to the default setting and remove the Custom IdP. It is
only possible to make alterations to the existing Custom IdP configuration
Confirm Custom IdP update test: SAMLSSO setting now assigned to this Postman
environment: email

The Postman Environment variable ‘SAMLSSO’ will be updated automatically to match the option you specified in the
data file for the variable file_nameldColumn back in step 12. This means the SCIM APl sample scripts will adjust their
workflow accordingly and there’s no need to update this variable yourself.

You have now successfully configured SAML SSO for SAP Analytics Cloud Embedded Edition.

If you have created a user in SAP Analytics Cloud Embedded Edition, you should now be able to login to the user
interface authenticate against your Custom Identity Provider. Open a new browser tab and navigate to the URL that has
been set for you in your Postman Environment variable called SACserviceFQDN (assuming you’ve already run sample
script 706 or 721)
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The NamelD property, returned from your Custom ldentity Provider, will need to match the userName property in SAP
Analytics Cloud for a user to logon successfully. This userName property is different depending upon the nameldColumn
you specified back in step 12:

o ‘userid’ then the SAP Analytics Cloud user id will be the SAML mapping (userName) value.
o ‘email’ then the SAP Analytics Cloud email will be the SAML mapping (userName) value.
o You may need to update any existing users with the correct email so the match works. Sample scripts
20x, 409, 419 and 429 will do this for you.
e ‘custom’ then the SAP Analytics Cloud SAML mapping (userName) property can be update independently of all
other user properties.
o You may need to update any existing users you have already created. Sample scripts 409, 419 and 429
will do this for you. For new users you should use sample scripts 13x and 23x and specify the
saml_mapping property in the data file.

Please refer to the SCIM API Sample Script documentation for more details about those sample scripts.

|| Official SAP documentation for Enabling a Custom SAML Identity Provider
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Scenarios

Scenarios is a very simple concept which comprises of nothing more than sets of pre-configured sample data files. Each
scenario addresses a single use-case by combining different sample scripts (Postman collections) together in a particular
order.

It means most of the thinking has been done for you. All you need to do is tweak the data files for your own needs, such
as the email address, user ids etc.

The summary of the scenarios is as follows:

Scenario Description / use-case
EO1 - Security Setup for Creates 5 teams, each is assigned to 5 different roles. Users are then added to these
Embedded Edition teams

The Scenario EO1 is fully documented in the step-by-step instructions above.
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Collection behaviour and design

A common design has been taken to all the sample collections and its worth understanding these aspects to appreciate
their behaviour.

Postman tests

The collections have been designed with Postman tests, for example ‘OAuth Client Created’ tests will pass if the OAuth
Client was successfully created. The sample ‘Embedded 711-E-Display & Check System Configuration’ has a significant
number of tests to quickly highlight what is and what’s configured. Not all tests necessarily need to pass in this instance
but do in all other instances.

General handing of errors

As mentioned in the ‘Postman tests’ above, the scripts have been designed to handle different responses from the API,
for example many of the request’s return a ‘log’ that needs to be read until the task has completed. The scripts
repeatedly read that ‘log’ until the task completes. Many of the samples perform various tests before making a request
to the APl so to ensure success. Any errors are then displayed in the console, so it’s worth always looking at the console
as the scripts are run. The scripts are also designed to manage other aspects including various types of errors:

e Session timeouts. Each accesstoken has a maximum lifetime. All the collections capture and manage the expiry
of the accesstoken. When it expires, a new accesstoken will be obtained and the original request will be re-
submitted. It means, just because the sessions times-out mid operation, it has no effect on the net result. The
console log will report a session timeout and you’ll see from the console a new session will be established.

e Any un-expected error will typically result in 2 re-attempts of the same request. This is helpful when there’s an
occasional ‘wobble’ somewhere and there’s nothing wrong with the request being sent, but something else
went wrong somewhere.

e Endless loops are avoided. There are two main endpoints, the Tenant API itself and the token endpoint. Each
endpoint is somewhat independent of each other, meaning one could be responsive and the other not. One may
be non-responsive for all manner of reasons. Just because one endpoint is returning un-expected results could
trigger a call to the other endpoint, for example to obtain a new accesstoken. The fetch of a new accesstoken is
likely to be valid but that may not resolve the error on Tenant APl endpoint. In such conditions, this ‘loop’ is
detected, and the script will exit that loop and move onto the next user, or team. The console log will report
such errors including when a ‘loop’ of errors has been detected. Endless loops are very rare.
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Sessions, tokens and sharing of tokens across collections
There are two tokens that are managed by the samples:

1. accesstoken: this token to obtained from the token endpoint and is re-presented in the authorisation header of
the SCIM endpoint.

In all cases, the accesstoken values are stored in the Postman environment which means if you run multiple collections,
these tokens will be re-used across them. This will save time as there’s often no need to re-establish a session if the
existing one can be re-used. It means, if you run a collection and it suddenly times-out, even if you're only just started it
a few moments earlier. This will happen when you previously run another collection earlier that day, but perhaps forgot
the session would still be valid. In all cases, you don’t need to worry about the session timeout of this token, the samples
manage their life cycle and recover when they expire, regardless of when or where it occurs in the script.

Command line interface

Postman provides a command line interface that will also these scripts to run without the need for the user interface. In
general, this command line option should be used as it provides improved stability and potentially performance
improvements too. For more details, please visit the Postman web site and its associated community pages.

"W SAPHANA Academy provide a step-by-step tutorial for the command line option
https://youtu.be/UfmauS2xagk
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Miscellaneous

When things go wrong
There are some best practices when things appear to be misbehaving! Typically, and in almost every case, it will be a
client-side issue.

It’s recommended you do the following:

Check you’re using the right data file for the collection (very common mistake!)
Check you’ve selected the correct environment before you start the Postman runner (very common mistake!)
Inspect the console log for clues to what is wrong
Restart Postman
Use the option in Postman User Interface Help-Clear Cache and Reload
Check you’re on the latest version of Postman
Run the 701 collection to validate the SAP Analytics Cloud endpoints are responding correctly
Check your data file is valid
o simplify your data file to a single entry
o revert to the sample data files
9. Go back to step 1!

©® N U WN R

If you believe the issue is with SAP, then please refer to Getting Support

Important official references

Official documentation for the Embedded Edition

|| Feature Scope for Embedded Edition

SAP Analytics Cloud, Embedded Edition: Getting Started Guide

Non-script, non-API errors
Postman collections can fail due to errors caused neither by the SAP Analytics Cloud API, nor the collection script code or
its design. Rather these are caused by either client or network issues.

An example includes:

e  ‘Error: socket hang up’.
o This can be observed in the Postman console. Often the API call will have been successful. Sometimes
though, Postman stops processing at this point.

Under these conditions, Postman recommend use of the web-based version of Postman over the client desktop
application. Postman are likely to recommend the command-line version over the web-based version.
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https://help.sap.com/viewer/8c9fe042688a4354876cc536267d442f/LATEST/en-US/738ee174a5244573a3f52848cba0e926.html
https://help.sap.com/viewer/777b4c63a7da46d3ad92b123a83c0673/LATEST/en-US/3c0960ff0516426c8ffca7d18c7b060d.html
https://help.sap.com/viewer/7466893ec68641198fc189757dc5f7a6/LATEST/en-US/842009c3f599432a8f6c6e248267380d.html

Bugs
These samples span multiple technologies, and it may not be obvious which technology is the cause of your puzzlement!
Do take your time to isolate where the issue is. There are multiple channels of support and assistance:

e Postman support and its associated community forum. These channels should be used when you believe there’s
an issue with Postman, for example if Postman has stability issues, or misbehaves in some way.

e  SAP Product Support should be used when you believe there is a defect with the SAP Analytics Cloud APl itself.
SAP Product Support would likely wish to see the issue reproduced with a single request, or minimal number of
requests. Remember, SAP Product Support don’t support these sample scripts, they are provided ‘as is’.

e The SAP community https://community.sap.com/ is likely to be helpful with progressing general questions or
observations of the APl when you’re not convinced the issue is a defect.

e Finally, the author of these scripts, whilst is unlikely to help with individual issues, would be pleased to hear of
any bugs. The total number of lines of code across all the samples amounts to over 10 thousand. So, there’s
most likely a few bugs somewhere! When you find a bug, please report it to the author and share it for others to
benefit. As these samples are provided ‘as is’' there is no official support or channel by which bugs will be
resolved. The source code is open for a good reason.
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Provided ‘as is’

These samples are being provided “AS IS”, without any warranty obligations whatsoever on the part of SAP. SAP makes
no express or implied warranties of any type, including, but not limited to, implied warranties of merchantability and of
fitness for a particular purpose.

About and contact

For related wiki content, PPT download, feedback, questions & answers please visit
https://blogs.sa p.COm/XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

Sample scripts created by Matthew Shaw, SAP.
https://people.sap.com/matthew.shaw/
https://twitter.com/MattShaw On Bl

Data protection

Many data files you create for these scripts to operate may contain personal data. Please ensure you follow your
organisation guidelines regarding processing and handling of this sensitive data to ensure compliance with the law.
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Collection documentation

Each sample script is documented with the following properties, and these are described here:

Sample

Basic description
Ideal when

Not suitable when
Notes

Data file syntax

Environment

How the script works
Sample Data Files
Related Scenarios
Step-by-step
instructions

The name of the sample collection.

A high-level description of what the use-case the sample provides
Description of when the sample collection would be suitable
Description of when the sample collection is not suitable

Handy notes that typically compare one sample with another or share personate
information or advice.

Defines the column names or the properties of the csv or json file.

The notation “F: .csv and .json” means that both csv and json files can be used, where as
“F: .json” means only a json file can be used.

Csv files can only be used when the data file doesn’t contain a ‘,” as part of the data or
when an array of values is used.

For all samples, example csv and json files are provided as a template for you to copy to
help ensure you define the data file correctly.
Specifies the variables that need to be set for the sample to work

Describes at a high level how the sample works and the logic behind the sample.
For a few of the collections, the sample data files require additional explanation.
Related Scenarios will be listed if applicable

Reference to where step-by-step instructions can be found
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Embedded 701-Test Tenant Environment Setup

Sample

Basic description
Ideal when
Notes

Data file syntax
Environment

How the script works

Step-by-step
instructions

Embedded 701-Test Tenant Environment Setup

Tests the environment is set correctly for scripts that work

You’d like to validate the Postman Environment is set correctly or not

It's a harmless script, it will only read from the API, no updates are performed.
There are no data file requirements

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config FQDN,
Embedded_tenant_uuid, SACplatform,

It reads variable values from the environment and makes two APIs requests based upon
their settings.

The first APl request obtains an access token. The access token is stored as another
environmental variable and is represented as part of the header is the subsequent request.
The second API request is to the APl endpoint and reads the system configuration. The
request also returns the total number of OAuth Clients, Live Connections and Trusted
Origins and this is output to the console.

During both calls, the console log is particularly verbose and writes out very helpful
feedback to what variables are set to what values and what the response was from the API
for each of the two calls.

There are 2 tests in this Postman Collection:

1. GET accesstoken

2. READ System Configuration
Step-by-step instructions are available for this sample script in the ‘Initial Setup with
Postman’ section of this document under ‘Step E’
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Embedded 706-Auto Configure Postman Environment for SCIM

Sample
Basic description
Ideal when

Notes
Data file syntax
Environment

How the script works

Step-by-step
instructions

Embedded 706-Auto Configure Postman Environment for SCIM

Configures your Postman Environment to work with the SCIM API

An OAuth client has already been defined in the SAP Analytics Cloud Service for SCIM use,
but you’ve yet to define the correct Postman Environment variables to use it. Sample 701
must have passed its tests for this to work.

It's a harmless script, it will only read from the API, no updates are performed.

There are no data file requirements

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded uua_clientsecret,

Embedded_endpoints_sac_ embedded_edition_service_ config FQDN,
Embedded_tenant_uuid, SACplatform, Embedded_OAuthClientName (optional)

And updates the Postman Environment variables:

SACserviceFQDN, SACtokenFQDN, Username, Password, SAMLSSO, ContentNamespace,
Embedded_OAuthClientName

Makes a single request to the /api/vl/tenant/{{Embedded_tenant_uuid}} endpoint

Firstly, it looks to see if the OAuth client defined in the tenant matches the one named in

the Postman Environment variable Embedded_OAuthClientName. If it matches the name, it
then checks this OAuth client has the role PROFILE:sap.epm:SCIM_Public_API and API Access
is enabled. If it does, it ‘selects’ this OAuth client.

Otherwise, it will select the first OAuth Client it finds that has the role
PROFILE:sap.epm:SCIM_Public_API and API Access is enabled.

Once the OAuth client has been ‘selected’, it will update all the Postman Environment
variables for the SCIM API to work: SACserviceFQDN, SACtokenFQDN, Username, Password,
SAMLSSO, ContentNamespace, Embedded_OAuthClientName

There are 2 tests in this Postman Collection:
1. UPDATE Postman Environment
o This will pass if the API call is successful
2. OAuth Client includes the SCIM API role with API Access
o This will pass if a valid OAuth Client has been found
Step-by-step instructions are available for this sample script in the ‘Step-by-step instructions
— Auto Configure Postman Environment’ section of this document.
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Embedded 707-Auto Configure Postman Environment for Modelling

Sample
Basic description
Ideal when

Notes
Data file syntax
Environment

How the script works

Step-by-step
instructions

Embedded 707-Auto Configure Postman Environment for Modelling

Configures your Postman Environment to work with the Modeling API

An OAuth client has already been defined in the SAP Analytics Cloud Service for Modelling,
but you’ve yet to define the correct Postman Environment variables to use it. Sample 701
must have passed its tests for this to work.

It's a harmless script, it will only read from the API, no updates are performed.

There are no data file requirements

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded uua_clientsecret,

Embedded_endpoints_sac_ embedded_edition_service_ config FQDN,
Embedded_tenant_uuid, SACplatform, Embedded_OAuthClientName (optional)

And updates the Postman Environment variables:

SACserviceFQDN, SACtokenFQDN, Username, Password, SAMLSSO, ContentNamespace,
Embedded_OAuthClientName

Makes a single request to the /api/vl/tenant/{{Embedded_tenant_uuid}} endpoint

Firstly, it looks to see if the OAuth client defined in the tenant matches the one named in
the Postman Environment variable Embedded_OAuthClientName. If it matches the name, it
then checks this OAuth client has the role PROFILE:sap.epm:Modeling_Public_APl and API
Access is enabled. If it does, it ‘selects’ this OAuth client.

Otherwise, it will select the first OAuth Client it finds that has the role
PROFILE:sap.epm:Modeling_Public_APIl and API Access is enabled.

Once the OAuth client has been ‘selected’, it will update all the Postman Environment
variables for the SCIM API to work: SACserviceFQDN, SACtokenFQDN, Username, Password,
SAMLSSO, ContentNamespace, Embedded_OAuthClientName

There are 2 tests in this Postman Collection:
1. UPDATE Postman Environment
o This will pass if the API call is successful
2. OAuth Client includes the Modeling API role with API Access
o This will pass if a valid OAuth Client has been found
There are no step-by-step instructions are available, though sample script 706 which is very
similar does and they are in the ‘Step-by-step instructions — Auto Configure Postman
Environment’ section of this document.
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Embedded 708-Auto Configure Postman Environment for Story Listing

Sample
Basic description
Ideal when

Notes
Data file syntax
Environment

How the script works

Step-by-step
instructions

Embedded 708-Auto Configure Postman Environment for Story Listing

Configures your Postman Environment to work with the Story Listing API

An OAuth client has already been defined in the SAP Analytics Cloud Service for Story Listing,
but you’ve yet to define the correct Postman Environment variables to use it. Sample 701
must have passed its tests for this to work.

It's a harmless script, it will only read from the API, no updates are performed.

There are no data file requirements

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded uua_clientsecret,

Embedded_endpoints_sac_ embedded_edition_service_ config FQDN,
Embedded_tenant_uuid, SACplatform, Embedded_OAuthClientName (optional)

And updates the Postman Environment variables:

SACserviceFQDN, SACtokenFQDN, Username, Password, SAMLSSO, ContentNamespace,
Embedded_OAuthClientName

Makes a single request to the /api/vl/tenant/{{Embedded_tenant_uuid}} endpoint

Firstly, it looks to see if the OAuth client defined in the tenant matches the one named in
the Postman Environment variable Embedded_OAuthClientName. If it matches the name, it
then checks this OAuth client has the role PROFILE:sap.epm:Story_Listing_Public_API and
API Access is enabled. If it does, it ‘selects’ this OAuth client.

Otherwise, it will select the first OAuth Client it finds that has the role
PROFILE:sap.epm:Story_Listing_Public_API and API Access is enabled.

Once the OAuth client has been ‘selected’, it will update all the Postman Environment
variables for the SCIM API to work: SACserviceFQDN, SACtokenFQDN, Username, Password,
SAMLSSO, ContentNamespace, Embedded_OAuthClientName

There are 2 tests in this Postman Collection:
1. UPDATE Postman Environment
o This will pass if the API call is successful
2. OAuth Client includes the Modeling API role with API Access
o This will pass if a valid OAuth Client has been found
There are no step-by-step instructions are available, though sample script 706 which is very
similar does and they are in the ‘Step-by-step instructions — Auto Configure Postman
Environment’ section of this document.
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Embedded 711-E-Display & Check System Configuration
Sample Embedded 711-E-Display & Check System Configuration
Basic description Reads the entire configuration and prints that out via the console log.

Ideal when e You’'d like to understand how the system has been configured
e You'd like to document the current configuration
e Any form of troubleshooting is required as a great number of ‘tests’ will quickly
indicate the progress of any system configuration
Not suitable when It’s always suitable!
Notes It’s a harmless script, it will only read from the API, no updates are performed.
Data file syntax There are no data file requirements
Environment Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_FQDN,
Embedded_tenant_uuid, SACplatform, Embedded_OAuthClientName (optional)
How the script Makes a single request to the /api/vl/tenant/{{Embedded_tenant_uuid}} endpoint
works
It will print out the entire configuration to the console log.

It starts with all the configuration settings:

System Configuration

@: MOBILE_REFRESH_ON_OPEN: false (this is the default setting)
1: PM_URL_TP_IDP: undefined (this iz the default setting)
2: COMMENT_EMBEDDED: false (this is the default setting)
3: MOBILE_REMOTE_SAFARI_IDP_URL: https:// (this is the default setting)
4: COMMENTS_MODEL_DIM_MEMBERS: 50008 (this is the default setting)
5: USER_CONTENT_TRANSLATION: false (this is the default setting)
6: TENANT_CURRENCY_SUBTITLE: false (this iz the default setting)
7: SAML_USER_PROFILE_URL: undefined (this is the default setting)
8. SESSION_KEEP_ALIVE_SECONDS: 3@ (this is the default setting)
9: DELETED_FILES_EXPIRY_DAYS: 38 (this is the default setting)
1@: REVERSE_PROXY_HOST: undefined (this is the default setting)
11: EXTERNAL_AVATAR_WHITELIST: undefined (this is the default setting)
12: MAX_BW_DRILL_LEVEL: & (this iz the default setting)
13: FDE_BATCH_WAITING_TIME: 100 (this is the default setting)
14: ENABLE_PERSOMAL_DATA_PROMPT: false (this is the default setting)
(@ "45: NR_PARALLEL_SESSTON_FOR_BW: 4 (changed from the default: @)
16: MOBILE_REMOTE_IDP_URL: https:// (this is the default setting)

There are approx. 52 in total. Setting will be shown if they match of differ from the default
settings as shown in the image above for entry 15 where the setting is 4 which was changed
from the default 0. The layout makes it easy to spot what setting have been altered from the
default.

It then prints out the summary:
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For the parameters that are defined in the Postman Environment, it identifies if the variables
are set correctly or not. In the example above, 2 errors are shown because the ‘selected’ OAuth
client does not support Story Listing and Modeling. This isn’t a problem if you’re not interested
in either of course. (The ‘selected’ OAuth client is the one named in the Postman Environment
variable Embedded_OAuthClientName)

An example of the Postman tests:

Pass

Pass

Pass

Pass

Fail

Fail

Fail

Fail

Pass

Pass

T READ System Configuration 6|4 n

READ System Configuration
Does not have an inconsistent status

Has at least 1 OAuth Client with SCIM APE role and AP| Access

CAuth Client defined in this Postman Environment variable Embedded _OAuthClientMame includes the SCIM

Pullic API role with APl Access
OAuth Client defined in this Postman Envirenment variable Embedded_OAuthClientMame includes the Story u
Listing APl role with APl Access
QAuth Client defined in this Postman Envirenment variable Embedded_OAuthClizntName includes the Modeling n
Public API role with APl Access

Has at least 1 Live Conhnection n

Has 1 Trusted IdP u

Has Custom IdP enabled

This Postman Envirenment variable SAMLES0 setting is correct

There are lots of tests in this Postman Collection, but not all necessarily need to pass. For
example, above shows tests failing for the Story and Modelling, but this is only a problem if you

want to use

the API for those purposes. And the ‘Has 1 Trusted IdP’ is only needed when

Trusted IdPs are required, and this is when OAuth to OAuth trust is required for certain live
connections to work.

The tests are:
1. READ System Configuration
2. Does not have an inconsistent status
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7.
8.
9.

Has at least 1 OAuth Client with SCIM API role and API Access

OAuth Client defined in this Postman Environment variable
Embedded_OAuthClientName includes the SCIM Public API role with APl Access
OAuth Client defined in this Postman Environment variable
Embedded_OAuthClientName includes the Story Listing API role with APl Access
OAuth Client defined in this Postman Environment variable
Embedded_OAuthClientName includes the Modeling Public API role with APl Access
Has at least 1 Live Connection

Has at least 1 Trusted IdP

Has Custom IdP enabled

10. This Postman Environment variable SAMLSSO setting is correct

Step-by-step There is no need to select a data file, just select the correct Postman Environment and run the
instructions sample. Open the console to display the scripts output.
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Embedded 721-E-SCIM Express setup (based on this Environment)

Sample
Basic description

Ideal when

Not suitable when

Notes

Data file syntax
Environment

How the script works

Embedded 721-E-SCIM Express setup (based on this Environment)

Creates a new OAuth client for SCIM purposes, Changes the Namespace of the SAC Service
and Updates the Postman Environment variables for the SCIM APl Sample Scripts to work,
without the need to manually update these variables.

e You have a brand-new SAC Embedded Edition tenant, and you’d like to setup the
environment as quickly as you can.

e An OAuth client has already been created. (Use 711 to see which OAuth clients have
already been created. Use 706, 707 or 708 to automatically configure your Postman
Environment to use an existing OAuth Client)

e You are unsure or have a doubt about updating the Content Namespace.

It uses the value held in the Postman Environment variable ‘ContentNamespace’ to update
the Namespace of the tenant.

It uses the value held in the Postman Environment variable ‘Embedded_OAuthClientName’
as the name of a new OAuth Client it will create with SCIM API role access.

Takes about 3 or 4 minutes for the script to complete.

There are no data file requirements

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_FQDN,
Embedded_tenant_uuid, SACplatform, Embedded_OAuthClientName, ContentNamespace
A request is made to read the system configuration which determines which subsequent
steps are needed or not:

Create OAuth Client:

A new OAuth client with the name defined in the Postman Environment variable
‘Embedded_OAuthClientName’ will be created if there is no existing OAuthClient of the
same name. The new OAuthClient will be given the SCIM API role access.

Update Content Namespace:

The Content Namespace will be updated to match the one defined in the Postman
Environment variable ‘ContentNamespace’. This means, if you’d like to keep the existing
ContentNamespace the tenant already has and still run this sample, then you should update
this variable to match the existing value for the Content Namespace of your SAP Analytics
Cloud Embedded Edition. Sample script 711 will display this value to the console log.

Update Postman Environment:

The variables SACserviceFQDN, SACtokenFQDN, Username, Password and SAMLSSO will all
be updated saving you from having to update these yourself. It means the SCIM API Sample
Scripts can be used immediately.

For both the ‘Create OAuth Client’ and ‘Update Content Namespace’ a PATCH API request is
made to ‘request the update’. This APl request will return a ‘log id’. The ‘log id’ is then used
by another request the return the status of that first ‘request to update’: ‘IN PROGRESS,
FAILED, SUCCESS’ etc. The log request is repeated, every 30 seconds, until the status is
anything other than ‘IN PROGRESS’, when the final status is then shown, and the related
Postman Test is updated with the outcome. The Postman console is worth displaying to see
the progress of the script and for any clues to any issues that may occur. OAuthClient
creation can take five minutes to complete, and the Namespace typically completes within
30 seconds.
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Step-by-step
instructions

Step-by-step instructions are available for this sample script in the ‘Step-by-step instructions
— Express Setup — First time setting up...” section of this document.

Embedded 723-E-Delete OAuth Client (based on this Environment)

Sample
Basic description

Ideal when

Not suitable when

Notes

Data file syntax
Environment

How the script works

Step-by-step
instructions

Embedded 723-E-Delete OAuth Client (based on this Environment)
Deletes the OAuth client with the name as specified in the Postman Environment variable
‘Embedded_OAuthClientName’.

e You'd like to delete the OAuthClient without having to specify the name of
OAuthClient in the data file (like you do with sample script 751), you’d rather just
specify the name in the Postman Environment variable.

e You have multiple OAuthClients to delete, as its easier to use sample script 751 and
provide a data file with the names of all OAuthClients you’d like to delete

It uses the value held in the Postman Environment variable ‘Embedded_OAuthClientName’
as the name of the OAuth Client it will delete.

Takes about 2 % minutes for the script to complete.

There are no data file requirements

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_FQDN,
Embedded_tenant_uuid, SACplatform, Embedded_OAuthClientName

A request is made to read the system configuration which determines which subsequent
steps are needed or not:

Delete OAuth Client:

The OAuth client with the name defined in the Postman Environment variable
‘Embedded_OAuthClientName’ will be deleted if an existing OAuthClient of the same name
already exists.

For the ‘Delete OAuth Client’ a PATCH API request is made to ‘request the deletion’. This API
request will return a ‘log id’. The ‘log id’ is then used by another request the return the
status of that first ‘request the deletion: ‘IN PROGRESS, FAILED, SUCCESS’ etc. The log
request is repeated, every 30 seconds, until the status is anything other than ‘IN PROGRESS’,
when the final status is then shown, and the related Postman Test is updated with the
outcome. The Postman console is worth displaying to see the progress of the script and for
any clues to any issues that may occur. OAuthClient deletion can take three minutes to
complete.

There are currently no step-by-step instructions for this sample.
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Embedded 731-E-Reset Inconsistent state

Sample
Basic description

Ideal when

Not suitable when
Notes

Data file syntax
Environment

How the script works

Step-by-step
instructions

Embedded 731-E-Reset Inconsistent state
Resets the ‘inconsistent state’ of the SAP Analytics Cloud Embedded Edition should it
become inconsistent.

e The SAP Analytics Cloud Embedded Edition is in an inconsistent state, and you need
to ‘reset’ it to continue configuring it.

e You have not previously used these sample scripts, since using these sample scripts
will almost certainly ensure the SAP Analytics Cloud Embedded Edition tenant
remains perfectly consistent! The samples are written to ensure the requests made
are perfectly formed and validated.

e The SAP Analytics Cloud Embedded Edition is not inconsistent.

Its harmless to run this sample even when the status is not inconsistent, since it will not
make any changes. Changes are only made when the status of ‘inconsistent’ is true.
There are no data file requirements

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_FQDN,
Embedded_tenant_uuid, SACplatform

A request is made to read the system configuration which determines if the subsequent
steps are needed or not:

Reset Tenant:
If the tenant’s ‘inconsistent’ status is true, then a request is made to reset it. Otherwise, the
script will abort.

For the ‘Reset Tenant’ a PATCH API request is made to ‘reset the inconsistent status’. This
APl request will return a ‘log id’. The ‘log id’ is then used by another request the return the
status of that first ‘reset tenant’: ‘IN PROGRESS, FAILED, SUCCESS’ etc. The log request is
repeated, every 30 seconds, until the status is anything other than ‘IN PROGRESS’, when the
final status is then shown, and the related Postman Test is updated with the outcome. The
Postman console is worth displaying to see the progress of the script and for any clues to any
issues that may occur.

There are currently no step-by-step instructions for this sample.
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Embedded 732-E-Display SAML metadata

Sample
Basic description
Ideal when

Not suitable when

Notes

Data file syntax

Environment

How the script works

Step-by-step
instructions

Embedded 732-E-Display SAML metadata

Returns the SAML metadata from SAP Analytics Cloud Embedded Edition

You need to setup SAML SSO and establish a trust relationship with SAP Analytics Cloud
Embedded Edition and your own custom Identity Provider.

You are using the default Identify Provider that comes with SAP Analytics Cloud Embedded
Edition.

Its harmless to run this sample, it only returns the SAML metadata. No updates are
performed.

For more information on this request please refer to the official documentation.

There are no data file requirements

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_FQDN,
Embedded_tenant_uuid, SACplatform

A request is made to read the SAML metadata which is then displayed in the Postman
Console log.

Step-by-step instructions are available for this sample script in the ‘Step-by-step instructions
— Configuring SAML Single-Sign-On’ section of this document.
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Embedded 733-Fj-Configure Custom IdP

Sample
Basic description
Ideal when

Not suitable when

Notes

Data file syntax

Environment

How the script works

Embedded 733-Fj-Configure Custom IdP
Configures Customer Identity Provider

e You need to setup SAML SSO and establish a trust relationship with SAP Analytics
Cloud Embedded Edition and your own custom Identity Provider.
e You are using the default Identify Provider that comes with SAP Analytics Cloud
Embedded Edition.
Running this script will change the authentication method of SAP Analytics Cloud Embedded
Edition. Once the authentication method has changed from the default, it cannot be
changed back. The authentication method can only be updated with new metadata or to
specify a different nameldColumn.
The idPMetadata must be ‘JSON encoded’ (explained in the step-by-step instructions)
F:.json

Field Type Description

file_idPMetadata string Metadata from the Custom Identity Provider that has already
been JSON-encoded.

file_nameIdColumn string Specifies the name id column to map the user to. It must be
either: userid, email or custom

The fields used in the data file match the attributes used in the request to the API. For
example ‘file_idPMetadata’ matches the attribute ‘idPMetadata’. For more information on
these attributes please refer to the official documentation.

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_FQDN,
Embedded_tenant_uuid, SACplatform

A request is made to read the system configuration.

A validation is then performed to check that the SAP Analytics Cloud Embedded Edition is
not in an inconsistent status and that the current meta data or the nameld column is
different from that as specified in the data file (i.e. an update is necessary). A check is also
made that the nameld column specified is supported.

If the validation passes, then a PATCH request is made to update the custom identity
provider configuration. In this PATCH request, the metadata is further JSON-encoded’ so the
entry can be successfully sent to the SAP API.

The ‘Configure IdP’ PATCH request will return a ‘log id’. The ‘log id’ is then used by another
request the return the status of that first ‘Configure IdP’ request: ‘IN PROGRESS, FAILED,
SUCCESS' etc. The log request is repeated, every 30 seconds, until the status is anything
other than ‘IN PROGRESS’, when the final status is then shown, and the related Postman
Test is updated with the outcome. The Postman console is worth displaying to see the
progress of the script and for any clues to any issues that may occur.

Updating the IdP Configuration typically takes about a minute.

Once successful, the Postman Environment variable ‘SAMLSSO’ is updated to the new
setting, thus ensuring the SCIM API sample scripts work as expected.
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Step-by-step Step-by-step instructions are available for this sample script in the ‘Step-by-step instructions
instructions — Configuring SAML Single-Sign-On’ section of this document. These instructions include the
process of ‘JSON encoding’ the metadata file.
Sample Data Files 733 sample example 1 - custom idp.json
This sample data file shows the idPMetadata after it has been ‘JSON encoded’
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Embedded 734-Fj-Update System Configuration

Sample

Basic description
Ideal when

Not suitable when
Notes

Data file syntax

Embedded 734-Fj-Update System Configuration

Updates System Configurations

You need to update a system configuration

n/a

This is ideal for making updates to the system configuration. Use sample script 711 to display

the full system configuration

F:.json

Field

file_SystemConfig

Type Description

JSON array
of paired
name and

JSON array of paired “name” and “value” entries. One pair for
each configuration, for example

[{"name": "MOBILE_REFRESH_ON_OPEN","value": "false"}]

value
entries

There needs to have at least 1 pair, but multiple can be

specified, for example:

[{"name": "MOBILE_REFRESH_ON_OPEN","value": "false"}, {"name":
"COMMENT_EMBEDDED", "value": "false"}]

The fields used in the data file match the attributes used in the request to the API. For
example, “file_SystemConfig’ matches the attribute ‘SetTenantSystemConfig’. For more
information on these attributes please refer to the official documentation.

This table shows all the possible configuration names and their default settings:

Configuration
MOBILE_REFRESH_ON_OPEN
PM_URL_TP_IDP
COMMENT_EMBEDDED
MOBILE_REMOTE_SAFARI_IDP_URL
COMMENTS_MODEL_DIM_MEMBERS
USER_CONTENT_TRANSLATION
TENANT_CURRENCY_SUBTITLE
SAML_USER_PROFILE_URL
SESSION_KEEP_ALIVE_SECONDS
DELETED_FILES_EXPIRY_DAYS
REVERSE_PROXY_HOST
EXTERNAL_AVATAR_WHITELIST
MAX_BW_DRILL_LEVEL
FDE_BATCH_WAITING_TIME
ENABLE_PERSONAL_DATA_PROMPT
NR_PARALLEL_SESSION_FOR_BW
MOBILE_REMOTE_IDP_URL
ENABLE_ON_PREMISE_FILE_EXPORT
TENANT_METRIC_NO_DATA_FORMAT
ALLOW_SCHEDULE_PUBLICATION
AR_SESSION_TIMEOUT_V2
MOBILE_DEFAULT_FILTER
DEFAULT_APP
COMMENTS_PER_MODEL_LIMIT
MOBILE_REMOTE_SAFARI_SAML
TENANT_NO_DATA_FORMAT
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Environment

How the script works

BW_RESPECT_VIZ_DEFAULTING
TENANT_CURRENCY_FORMAT
BROWSER_CACHE_STORAGE_TIME
EXPORT_PACKAGE_SIZE
DISABLE_MOBILE_APP_PASSWORD
ENABLE_ON_PREMISE_FILE
ALLOW_SHARING_TO_ALL_USERS
PREDICTIVE_BI_FORECAST_REMOTE
DISABLE_MOBILE_CACHING_lOS
ENABLE_EXPORT_IMPORT_JOB
COULD_DEL_DISCUSSION
REMOVE_STORY_URL_FROM_APPENDIX
TRACE_LEVEL
CUSTOMIZE_COMMUNITY_URL
X509_ISSUER_NAME
GEO_LIVE_SYNONYM_SUPPORT
ALLOW_PUBLICATION_BURSTING
ALLOW_NON_SAC
MOBILE_DEFAULT_TAB
TENANT_SHOW_CURRENCY_AS
MOBILE_REMOTE_TOKEN
TENANT_SCALE_FORMAT
CHART_PROGRESSIVE_RENDERING
ALLOW_ACN_COPY_CONTENT
ALLOW_ACN_PACKAGE_SHARING_OEM

false

50000
false
false
true
false
false
false
true
false

CN=SSO_CA, O=SAP-AG, C=DE
false
false
true
false

HEADER_KEY_1=<<token>>
false

false
false

There is no need to specify all the configuration name pairs, you only need to specify the
configuration that needs to be updated.
Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_ FQDN,
Embedded_tenant_uuid, SACplatform
The data file is read. For any entries that have an empty string value for the ‘value’ a warning
error is displayed to the console saying the value will be ignored and it will not form part of
the system configuration update. This is because the APl cannot have null values for the
‘value’. In turn, this means that once a parameter has been set, it is not possible to ‘unset’ it.

The list of system configurations that have a ‘null’ value by default is:
1.

©ONOU A WN

PM_URL_TP_IDP
SAML_USER_PROFILE_URL
REVERSE_PROXY_HOST
EXTERNAL_AVATAR_WHITELIST

TENANT_METRIC_NO_DATA_FORMAT

TENANT_NO_DATA_FORMAT
TENANT_CURRENCY_FORMAT
CUSTOMIZE_COMMUNITY_URL
TENANT_SHOW_CURRENCY_AS

10. TENANT_SCALE_FORMAT
It means that once any of the above has been set, it’s not possible to unset them.

The ‘System Configuration’ PATCH request will return a ‘log id’. The ‘log id’ is then used by
another request the return the status of that first ‘System Configuration’ request: ‘IN
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Step-by-step
instructions
Sample Data Files

PROGRESS, FAILED, SUCCESS’ etc. The log request is repeated, every 30 seconds, until the
status is anything other than ‘IN PROGRESS’, when the final status is then shown, and the
related Postman Test is updated with the outcome. The Postman console is worth displaying
to see the progress of the script and for any clues to any issues that may occur.

Configuration updates will typically complete within 30 seconds.
There are currently no step-by-step instructions available for this sample script.

There are 5 sample data files. The first contains all the settings with their default values. The
others are a subset, again all with the default settings, but designed for you to easily update
the ‘value’

734 sample example 1 - System Configuration - default settings.json
734 sample example 2 - System Configuration - content namespace.json
734 sample example 3 - System Configuration - mobile settings.json

734 sample example 4 - System Configuration - common.json

734 sample example 5 - System Configuration - BW related.json
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Embedded 735-0Oarr-Fj-Update Trusted Origins

Sample
Basic description
Ideal when

Not suitable when
Notes

Data file syntax

Environment

How the script works

Step-by-step
instructions
Sample Data Files

Embedded 735-Oarr-Fj-Update Trusted Origins
Adds, removes to replaces the list of trusted origins

You are embedding SAP Analytics Cloud Embedded Edition within another web application
such as including it in an ‘iframe’

n/a

Use the sample 711 to display the current list of trusted origins. You can then use this
sample script to either add, remove or replace those origins listed.

F: .json
Field Type Description
file_action string The action to perform on the list of trusted origins already
registered. This can be ‘add’, ‘remove’ or ‘replace’
file_trustedOrigins array An array of trusted origins. For example

["https://sapanalytics.cloud", "https://hcs.cloud.sap”,
"https://*.live.com", "https://*.sharepoint.com",
"https://*.online.office.de"]

For more information on trusted origins please refer to the official documentation and a
special section on embedding iframes

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_FQDN,
Embedded_tenant_uuid, SACplatform

A request is made to read the system configuration which contains the current list of trusted
origins.

Checks are then made to compare the existing list of trusted origins and the desired settings
as specified in the data file.

Updating Operations (arr)

The file action can be “add”, “remove” or “replace”:

add: will add the origins to the list of origins.

remove: will remove the origins from the list of origins.

replace: will replace (set) the list of origins (i.e. remove and add accordingly).

Once the comparison is complete and assuming an update is required, then a PATCH request
to made to update the list of trusted origins.

The ‘Update Trusted Origins’ PATCH request will return a ‘log id’. The ‘log id’ is then used by
another request the return the status of that first ‘Update Trusted Origins’ request: ‘IN
PROGRESS, FAILED, SUCCESS’ etc. The log request is repeated, every 30 seconds, until the
status is anything other than ‘IN PROGRESS’, when the final status is then shown, and the
related Postman Test is updated with the outcome. The Postman console is worth displaying
to see the progress of the script and for any clues to any issues that may occur.

Updating the IdP Configuration typically takes less than 30 seconds.
There are currently no step-by-step instructions are available for this sample script.

There are 3 sample data files:
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735 sample example 1 - demo trusted origins.json
735 sample example 2 - add trusted origins.json
735 sample example 3 - replace trusted origins.json

The last example contains the likely default set of trusted origins.
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Embedded 741-Fcj-Add OAuth Client

Sample
Basic description
Ideal when

Not suitable when

Notes
Data file syntax

Environment

How the script works

Embedded 741-Fcj-Add OAuth Client

Adds an OAuth Client to your SAP Analytics Cloud Embedded Edition

You’d like to add another OAuth Client and customise the apiRoles that OAuth Client should
have. For example, the sample script ‘721 — Express Setup’ will add an OAuth Client, but it
will only grant that OAuth Client the apiRole ‘SCIM_Public_API’. If you need an OAuth Client
with others roles, then you’ll need to use this sample script.

You'd like to update an existing OAuth Client. Then, you must delete the OAuth client and
add another as you cannot update an existing OAuth Client.

Use the sample 711 to display the current list of OAuth Clients.

F:.json
Field Type Description
file_name string The name of the OAuth Client you are going to add. A friendly
name is advised.
file_redirectUris string String for the URIs. Often left blank.
file_apiRoles array List of APl Roles the OAuth Client should have. For example

["PROFILE:sap.epm:Story_Listing_Public_API",
"PROFILE:sap.epm:SCIM_Public_API",
"PROFILE:sap.epm:Modeling_Public_API"]

The fields used in the data file match the attributes used in the request to the API. For
example, ‘file_name’ matches the attribute ‘name’. For more information on these
attributes please refer to the official documentation.

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_FQDN,
Embedded_tenant_uuid, SACplatform

A request is made to read the system configuration which contains the current list of OAuth
Clients.

A check is then made comparing the current list of OAuth Clients with the name of the one
in the data file. If the one named in the file does not yet exist, then a further request is made
to add the OAuth Client with the desired roles as specified in the data file.

The ‘Add OAuth Client’ PATCH request will return a ‘log id’. The ‘log id’ is then used by
another request the return the status of that first ‘Add OAuth Client’ request: ‘IN PROGRESS,
FAILED, SUCCESS’ etc. The log request is repeated, every 30 seconds, until the status is
anything other than ‘IN PROGRESS’, when the final status is then shown, and the related
Postman Test is updated with the outcome. The Postman console is worth displaying to see
the progress of the script and for any clues to any issues that may occur.

Adding an OAuth Client can take anywhere from 90 seconds to 5 minutes depending upon
the data centre.

The script does NOT update the Postman Environment ‘Embedded_OAuthClientName’. This
variable is used by other scripts to update other Postman Environment variables for the
SCIM APl samples to work without the need to manually update them. It means, that you
must either update this variable yourself, or use the samples 706, 707 or 708 as appropriate.
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Step-by-step
instructions
Sample Data Files

There are currently no step-by-step instructions are available for this sample script.

There are 4 sample data files:

741 sample example 1 - Add 4 OAuth Clients.json

741 sample example 2 - Add SCIM OAuth Client.json
741 sample example 3 - Add Story OAuth Client.json
741 sample example 4 - Add Modeling OAuth Client.json

The first example adds 4 OAuth Clients. The first client has the Story Listing role, the second
has the SCIM role, the third has Modeling role and the fourth has all three roles.

The examples 2, 3 and 4, all add just a single OAuth Client with their respective role for
SCIM, Story Listing, and Modeling.
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Embedded 742-Fcj-Add Trusted IdP

Sample

Basic description
Ideal when

Not suitable when

Notes
Data file syntax

Environment

How the script works

Step-by-step
instructions
Sample Data Files

Embedded 742-Fcj-Add Trusted IdP
Adds a Trusted IdP to your SAP Analytics Cloud Embedded Edition
You’d like to add trusted IdP to enable server-to-server communication.

You're configuring SAML SSO or updating the authentication method used by SAP Analytics
Cloud Embedded Edition. Do not get confused with configuring SAML SSO which is quite
different. Please then use sample scripts 732 and 733.

Use the sample 711 to display the current list of Trusted IdPs.

F:.json
Field Type Description
file_name string The name of the IdP you are going to add, must be ungiue
file_idpName string The name of the IdP you are going to add
file_idpCertificate string The metadata of the IdP you are adding.

The fields used in the data file match the attributes used in the request to the API. For
example, ‘file_name’ matches the attribute ‘name’. For more information on these
attributes please refer to the official documentation.

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_FQDN,
Embedded_tenant_uuid, SACplatform

A request is made to read the system configuration which contains the current list of Trusted
IdPs.

A check is then made comparing the current list of IdPs with the name of the one in the data
file. If the one named in the file does not yet exist, then a further request is made to add the
Trusted IdP as specified in the data file.

The ‘Add Trusted IdP’ PATCH request will return a ‘log id’. The ‘log id’ is then used by
another request the return the status of that first ‘Add Trusted IdP’ request: ‘IN PROGRESS,
FAILED, SUCCESS’ etc. The log request is repeated, every 30 seconds, until the status is
anything other than ‘IN PROGRESS’, when the final status is then shown, and the related
Postman Test is updated with the outcome. The Postman console is worth displaying to see
the progress of the script and for any clues to any issues that may occur.

Adding a Trusted IdP typically takes less than a minute.
There are currently no step-by-step instructions are available for this sample script.

There is just 1 sample data file:
742 sample example 1 - Add Trusted IdP.json
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Embedded 743-Fj-Add Live Connection

Sample

Basic description
Ideal when

Not suitable when

Notes

Data file syntax

Environment

How the script works

Embedded 743-Fj-Add Live Connection
Adds a Live Connection to your SAP Analytics Cloud Embedded Edition
You'd like to add a new live connection

You want to update an existing live connection, instead you must delete the connection and
create a new one. This could be problematic if you need the same connection ID shared
across the landscape when you have a ‘dev’ and ‘prod’ setup for life-cycle management.
Here the connection ID needs to be respected whilst the contents of the connection may
need to point to different data sources. An internal SAP reference FPA34-7489 is used to
track this requirement.

Use the sample 711 to display the current list of Live Connections.

Importantly the ‘name’ value is used as the basis to determine the ‘id’ of the connection. It is
important that the same ‘id’ is used across the landscape when using different environments
for dev, test and production.

F:.json

Field Type Description

file_liveconnection array  Array of ‘name’ and ‘value’ pairs that defines the connection.

For example:
[{"name": "type","value":
{"name": "name","value": "MyExtHana"},

{"name": "description", "value": "My Extended Live HANA
connection description"},
{"name": "host", "value":
{"name": "port","value": "443"},

{"name": "language", "value": "EN"},

{"name": "authenticationMethod", "value": "BASIC"},
{"name": "userName", "value": "myusername"},
{"name": "password", "value": "mypassword"},
{"name": "isSaveCredential"™, "value": true},
{"name": "contextPath", "value": ""},

{"name": "proxyType", "value": "premise"},

{"name": "proxyHost", "value": "myproxyhost"},
{"name": "proxyPort", "value": "443"},

{"name": "locationId","value": "locl"}]

"EXTENDEDHANA"},

"myhostname"},

The name value pairs used in the data file match the attributes used in the request to the
API. For example, ‘type’ matches the attribute ‘type’. For more information on these
attributes please refer to the official documentation.

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_ FQDN,
Embedded_tenant_uuid, SACplatform

A request is made to read the system configuration which contains the current list of Live
Connections.

Many checks are made to validate the connection definition before a further request is then
made to add the new live connection.

These validation checks include:
e Ensure the connection with the same name doesn’t already exist
e The ‘type’ is either HANA or EXTENDEDHANA
e The connection name length is not more than 10 characters in length
e The ‘host’ is defined
e The ‘authenticationMethod’ is either SAML or BASIC
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Step-by-step
instructions

Sample Data Files

e If the ‘authenticationMethod’ is BASIC, then username and password are specified

o Ifthe ‘type’ is EXTENDEDHANA then ‘proxyType’ is specified and is either default,
internet or premise

e If the ‘proxyType’ is ‘premise’ then proxyHost and proxyPort are specified

In general, always set the type to be ‘HANA’ and not ‘EXTENDEDHANA'’. The option for
EXTENDEDHANA is needed when connecting to a data source provided as part of an SAP line
of business.

When adding a connection of type ‘HANA’ will automatically set the connectionType to
Direct.

Any parameter that is in the array of will be sent to SAP Analytics Cloud. The list of value
pairs is not filtered in any way. It means, if undocumented value pairs are used, they will be
sent as part of the connection definition creation.

The ‘Add Live Connection’ PATCH request will return a ‘log id’. The ‘log id’ is then used by
another request the return the status of that first ‘Add Live Connection’ request: ‘IN
PROGRESS, FAILED, SUCCESS’ etc. The log request is repeated, every 30 seconds, until the
status is anything other than ‘IN PROGRESS’, when the final status is then shown, and the
related Postman Test is updated with the outcome. The Postman console is worth displaying
to see the progress of the script and for any clues to any issues that may occur.

Adding a Live Connection typically takes less than 30 seconds.

There are currently no step-by-step instructions are available for this sample script.
However, there is a related blog https://blogs.sap.com/2021/09/02/getting-started-with-
sap-analytics-cloud-embedded-edition-btp-service.-part-ii/ When referring to this blog, step
5 is covered by this sample script. It means for step 5 of that blog, its likely to be much easier
to use this sample, rather than the one provided in the blog.

There are 3 sample data files:

743 sample example 1 - Add HANA Live.json

743 sample example 2 - Add HANA Ext.json

743 sample example 3 - Add Live Connection all params.json
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Embedded 751-Fcj-Delete OAuth Client

Sample

Basic description
Ideal when

Not suitable when
Notes

Data file syntax

Environment

How the script works

Step-by-step
instructions
Sample Data Files

Embedded 751-Fcj-Delete OAuth Client
Deletes OAuth Clients
You’d like to delete an existing OAuth client

Use the sample 711 to display the current list of OAuth Clients.

F:.json
Field Type Description
file_name string  Name of the OAuth client you would like to delete.

The field used in the data file match the attributes used in the request to the API. For
example, ‘file_name’ matches the attribute ‘name’. For more information on these
attributes please refer to the official documentation.

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_FQDN,
Embedded_tenant_uuid, SACplatform

A request is made to read the system configuration which contains the current list of OAuth
Clients.

A check is then made by comparing the name of the OAuth Client in the data file matches
the name of an OAuth Client registered in SAP Analytics Cloud.

Assuming the OAuth Client does exist, a request is then made to delete it.

The ‘Delete OAuth Client’ PATCH request will return a ‘log id’. The ‘log id’ is then used by
another request the return the status of that first ‘Delete OAuth Client’ request: ‘IN
PROGRESS, FAILED, SUCCESS’ etc. The log request is repeated, every 30 seconds, until the
status is anything other than ‘IN PROGRESS’, when the final status is then shown, and the
related Postman Test is updated with the outcome. The Postman console is worth displaying
to see the progress of the script and for any clues to any issues that may occur.

Deleting an OAuth Client typically takes less than 30 seconds.
There are currently no step-by-step instructions are available for this sample script.

There are 4 sample data files that mirror the samples provided in 741:
751 sample example 1 - Delete 4 OAuth Clients.json

751 sample example 2 - Delete SCIM OAuth Client.json

751 sample example 3 - Delete Story OAuth Client.json

751 sample example 4 - Delete Modeling OAuth Client.json
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Embedded 752-Fcj-Delete Trusted IdP

Sample

Basic description
Ideal when

Not suitable when
Notes

Data file syntax

Environment

How the script works

Step-by-step
instructions
Sample Data Files

Embedded 752-Fcj-Delete Trusted IdP
Deletes Trusted IdPs
You'd like to delete an existing Trusted IdP

Use the sample 711 to display the current list of Trusted IdPs.

F:.json
Field Type Description
file_name string  Name of the Trusted IdP you would like to delete.

The field used in the data file match the attributes used in the request to the API. For
example, ‘file_name’ matches the attribute ‘name’. For more information on these
attributes please refer to the official documentation.

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_FQDN,
Embedded_tenant_uuid, SACplatform

A request is made to read the system configuration which contains the current list of Trusted
IdPs.

A check is then made by comparing the name of the Trusted IdP in the data file matches the
name of a Trusted IdP registered in SAP Analytics Cloud.

Assuming the Trusted IdP does exist, a request is then made to delete it.

The ‘Delete Trusted IdP’ PATCH request will return a ‘log id’. The ‘log id’ is then used by
another request the return the status of that first ‘Delete Trusted IdP’ request: ‘IN
PROGRESS, FAILED, SUCCESS’ etc. The log request is repeated, every 30 seconds, until the
status is anything other than ‘IN PROGRESS’, when the final status is then shown, and the
related Postman Test is updated with the outcome. The Postman console is worth displaying
to see the progress of the script and for any clues to any issues that may occur.

Deleting a Trusted IdP typically takes less than 30 seconds.
There are currently no step-by-step instructions are available for this sample script.

There is 1 sample data file that mirrors the sample provided in 742:
752 sample example 1 - Delete Trusted IdP.json
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Embedded 753-Fj-Delete Live Connection

Sample

Basic description
Ideal when

Not suitable when
Notes

Data file syntax

Environment

How the script works

Step-by-step
instructions
Sample Data Files

Embedded 753-Fj-Delete Live Connection
Deletes Live Connection
You’d like to delete an existing Live Connection

Use the sample 711 to display the current list of Live Connections

F:.json
Field Type Description
file_name string  Name of the Live Connection you would like to delete.

The field used in the data file match the attributes used in the request to the API. For
example, ‘file_name’ matches the attribute ‘name’. For more information on these
attributes please refer to the official documentation.

Embedded_uua_url_FQDN, Embedded_uua_clientid, Embedded_uua_clientsecret,
Embedded_endpoints_sac_ embedded_edition_service_ config_FQDN,
Embedded_tenant_uuid, SACplatform

A request is made to read the system configuration which contains the current list of Live
Connections

A check is then made by comparing the name of the Live Connection in the data file matches
the name of a Live Connection registered in SAP Analytics Cloud.

Assuming the Live Connection does exist, a request is then made to delete it.

The ‘Delete Live Connection’ PATCH request will return a ‘log id’. The ‘log id’ is then used by
another request the return the status of that first ‘Delete Live Connection’ request: ‘IN
PROGRESS, FAILED, SUCCESS’ etc. The log request is repeated, every 30 seconds, until the
status is anything other than ‘IN PROGRESS’, when the final status is then shown, and the
related Postman Test is updated with the outcome. The Postman console is worth displaying
to see the progress of the script and for any clues to any issues that may occur.

Deleting a Live Connection typically takes less than 30 seconds.
There are currently no step-by-step instructions are available for this sample script.

There are 3 sample data files that mirror the samples provided in 742:
743 sample example 1 - Delete HANA Live.json

743 sample example 2 - Delete HANA Ext.json

743 sample example 3 - Delete multiple connections.json
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